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Preface
Intended Audience

This document is intended for:

® Network engineers

® Technical support and servicing engineers
® Network administrators

Technical Support

® The official website of Ruijie Reyee: https://www.ruijienetworks.com/products/reyee

® Technical Support Website: https://www.ruijienetworks.com/support

® Case Portal:_https://caseportal.ruijienetworks.com

® Community: https://community.ruijienetworks.com

® Technical Support Email: service_rj@ruijienetworks.com

Conventions

1. GUI Symbols

Interface o
Description Example
symbol

1. Button names )
1. Click OK.

2. Window names, tab name, field name ) )
Boldface ) 2. Select Config Wizard.
and menu items
3. Click the Download File link.
3. Link

> Multi-level menus items Select System > Time.

2. Signs

This document also uses signs to indicate some important points during the operation. The

meanings of these signs are as follows:

© wamning
An alert that calls attention to important rules and information that if not understood or followed can

result in data loss or equipment damage.

A Note

An alert that calls attention to essential information that if not understood or followed can result in

function failure or performance degradation.
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W [Instruction

An alert that contains additional or supplementary information that if not understood or followed will

not lead to serious consequences.

» Specification

An alert that contains a description of product or version support.

3. Instruction

This manual is used to guide users to understand the product, install the product, and complete the
configuration.

® The example of the port type may be different from the actual situation. Please proceed with

configuration according to the port type supported by the product.

® The example of display information may contain the content of other product series (such as

model and description). Please refer to the actual display information.

® The routers and router product icons involved in this manual represent common routers and

layer-3 switches running routing protocols.
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1. Network Basic

1.1

1.2

What Is a Public Network, Private Network, Intranet, and Extranet?

Router C
Depart-
Google Router A s
Router D
Depart-
Facebook Router B ment

(1) Public network

The public network can be simply regarded as the Internet where the publicly accessible servers such
as Google and TikTok are located. All the IP addresses on the public network are public network IP
addresses.

(2) Private network

Private networks include enterprise, home, and hospital networks. IP addresses on a private network

cannot access the public network.
(3) Intranet and extranet
Intranet and extranet are comparative.

As shown in the figure above, enterprise 1 has one department (yellow part) where router D is
deployed. Router D connects to the enterprise network (red part). In this case, the department
connects to the router D network. For router D, the yellow part is the intranet and the red part is the
extranet. Similarly, for router B, the enterprise network is the intranet and the network outside the
enterprise is the extranet.

How to Connect to an Intranet and Extranet Using a Router?

Home routers have WAN and LAN ports (or LAN interfaces) which are used to connect different
devices.
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(1) WAN port

WAN ports are used to connect to an extranet. WAN ports also connect to upper-level networks such
as home optical modems and network cables. Each WAN port has an IP address. When a phone or
computer tries to connect to an extranet, its IP address needs to be converted to the WAN port IP

address.
(2) LAN port

LAN ports are used to connect to devices like computers, printers, and switches. As shown in the
following figure, the address pool configured for the LAN port, which includes IP addresses ranging
from 192.168.110.1 to 192.168.110.254, is allocated to wired and wireless devices like phones and

computers.

Ruijie | iReyce Lo ® = : egish - BE & @

Clients Internet WiFi

@ Basics.
LANSettings  DHCPClients  StaticIP Adoresses  DHCP Option DN Proy

- @ LAN Settings @
LAN
| P 1921681100 I—b Management address of the router

1Pv6 Address ‘SubnetMask 2832852550

= OWLAN * MAC ecth9:T0:0a:65:cd
[ Work Mode
CHCP Server @)
© Security
* Start 1821681101
5 VPN
IP Count 254
€ Advanced
@ Diognostis Lease Time(Min} 30
& sy =1
~
&
“Collapse

WAN ports cannot be used to connect to computers. Similarly, LAN ports cannot be used to connect

to optical modems and network cables because that may cause router Internet access failures.
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1.3 What Is a Random MAC Address?

On the Wi-Fi settings page on your phone, you may find that the MAC address is labeled as random.
What does a random MAC address mean? What are the impacts of it?

|

& WLAN ®
WLAN ©
Network acceleration Off
=] a1 TN
Status Connected
Signal strength Excellent
Link speed 263 Mbps
Frequency 5 GHz
Encryption type WPA/WPA2-Personal
MAC address
IP address
CANCEL FORGET
Autoiv ot

MAC addresses can be seen as IDs of devices which are unique. When making phones or other
electronic devices, the manufacturer allocates a MAC address to each device. In the past, our phones
have only the device MAC address. Therefore, when our phones try to connect to a network, our
device MAC information will be obtained by others for them to track our phones and to obtain other
information stored in our phones.

The current phones now have a random MAC address in addition to the device MAC address. When
connecting to the Wi-Fi, you can choose to use the device MAC address or the random MAC
address.

If you use a random MAC address, the phone randomly generates a MAC address and uses the MAC
address to connect to the Wi-Fi. Externally, others only see the random MAC address. If you switch to
another Wi-Fi, the random MAC address changes accordingly, which improves the security of your
phone. Random MAC addresses also have disadvantages. For example, the allowlist or blocklist you

set on the router may be disabled after the MAC address changes.



Cookbook

®

Status

Connected

@]

Connection speed
866Mbps

O]

Security
WPA/WPA2-Personal

&

Subnet mask
255.255.255.0

Proxy

IP settings

Wireless Communications Basics

=

Technology

Generation 5

il
Signal strength

Excellent

IP address
feB80::4de9:6ed4:59f9:e135
192.168.0.100

&

Router
192.168.0.1

Privacy

Modify network

Forget network

(1) 5G Wi-Fi

1.4 What Are the Differences Between 5G Wi-Fi and Operators' 5G?

Here, 5G indicates the band which is 5 GHz. That means the Wi-Fi uses the 5 GHz band to transmit

data. The letter G is a unit.

(2) Operators' 5G

Here, the letter G is the initial of Generation and 5G is short for 5th Generation Mobile

Communication Technology. As it evolves, 5G will greatly advance the development of technologies
and applications across the 10T, VR/AR, Smart City, and autonomous driving sectors. Compared with
4G, 5G features great improvements in transmission rate, power consumption, and delay. Therefore,
services based on 5G will also see great improvements. The Internet is evolving from mobile to

intelligent.

2. Wireless Communications Basics

2.1 Bands (2.4 GHz and 5 GHz)

(1) Wireless communications media

Computers connect to routers via network cables for wired communications. They can also connect to
the Wi-Fi for wireless communications. The medium of wired data transmission is network cables
while that of wireless data transmission is electromagnetic waves. Today, many devices use

electromagnetic waves as the data transmission medium. Therefore, the frequencies of
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2.2

electromagnetic waves are used to differentiate the functions and purposes of these devices. (Pay

attention to the frequencies marked as red.)

| Type Frequency Wavelength | Usage

Extra low frequency (ELF) 3 Hz-30 Hz 10000 km-100000 km (extra long wave) Submarine communications or conversion to voice

|Super low frequency (SLF) |30 Hz-300 Hz 1000 km—10000 km (super long wave) |Conversion to voice or AC power transmission system

Ultra low frequency (ULF) 300 Hz-3 KHz 100 km—1000 km (ultra long wave) Mining site communications or conversion to voice

Very low frequency (VLF) 3 KHz-30 KHz 10 km=100 km (very long wave) Conversion to voice, ultrasound, or earth physics

Low frequency (LF) 30 KHz-300 KHz 1 km-10 km (long wave) International broadcast

Medium frequency (MF) 300 KHz-3 MHz 100 m-1 km (medium wave) AM broadcast, maritime affairs, and aeronautic communications
High frequency (HF) 3 MHz-30 MHz 10 m —100 m (short wave) Shert waves and civilian radio stations

Very high frequency (VHF) |30 MHz-300 MHz 1 m-10 m (meter wave) FM broadcast, TV broadcast, and aeronautic communications
|Ultra high frequency (UHF) 300 MHz-3 GHz 10 em-1 m (decimeter wave) | TV broadeast, radio communications, wireless networks, and microwave ovens
Super high frequency (SHF) |3 GHz-30 GHz 1cm-10 cm (centimeter wave) Wireless networks, radar, and artificial satellite signal receiving
Ultra high frequency (EHF) |30 GHz-300 GHz 1 mm—=10 mm (millimeter wave) |Radio astronomy, remote sensing, and security scanners

(2) Wireless network bands

a) In the table above, there are two frequency ranges that can be used in wireless networks. The
detailed ranges are 2.4 GHz-2.4835 GHz, 5.725 GHz-5.850 GHz, and 5.170 GHz-5.330 GHz. The

bands that can be used in wireless networks are 2.4 GHz, 5.8 GHz, and 5.2 GHz.

b) These bands can be classified into 2.4 GHz and 5 GHz bands. The differences between the two
bands are as follows:

2.4 GHz 5 GHz

Frequency Range |2.4 GHz—2.4835 GHz 5.725 GHz-5.850 GHz and 5.170 GHz-5.330 GHz
The signal attenuation is low when penetrating
obstacles thanks to the long wavelength and low | The channel interference is low and the transmission rate is high because of

Advantage frequency. Therefore, signals using this band  |the high frequency.
cover alarge area and travel a long distance.
Many home appliances use the 2.4 GHz band, |Compared with the 2.4 GHz band, the signal attenuation is high when
Disadvantage including TV and microwave ovens. Therefore, |penetrating obstacles because of the short wavelength and high frequency.
the interference is high compared with the 5 Therefore, signals using this band cover a small area and travel a short
GHz band. distance.

(3) Dual-band devices

a) Phone of older models may support only the 2.4 GHz band. When connecting to a Wi-Fi, they
can only search for and connect to 2.4 GHz signals. Today, many devices support both the 2.4 GHz
and 5 GHz bands. That is why some routers, phones, and computers brand themselves as dual-band
in the advertisements.

b) Dual-band means that the device supports both the 2.4 GHz and 5 GHz Wi-Fi. When the router
transmits 2.4 GHz and 5 GHz signals separately, you need to manually choose a Wi-Fi signal. If 2.4

GHz and 5 GHz signals are combined and use the same Wi-Fi name, terminals automatically choose
a band when connecting to the Wi-Fi.

Channel and Bandwidth

As mentioned above, the 2.4 GHz and 5 GHz bands have three frequency ranges: 2.4 GHz-2.4835
GHz, 5.725 GHz-5.850 GHz, and 5.170 GHz-5.330 GHz. The following uses the 2.4 GHz band as an
example to describe channel and bandwidth basics.

(1) Channel

The total width of the band is 0.0835 GHz (83.5 MHZz). The band is divided into 14 channels (13 of
which are used in China). The width of each channel is 22 MHz of which 20 MHz is valid width and

the rest 2 MHz is used as buffer. In this case, adjacent channels overlap each other. As shown in the
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following figure, each semicircle indicates a channel. When using the 2.4 GHz band to transmit data,

a terminal can choose a channel for transmission.

1 2 3 4 5 6 7 8 9 0 n 12 13 14 Channel
2412 2417 2422 2427 2432 2437 2442 2447 2452 2457 2462 2467 2472 2484 Center Frequency

TTTT TTTT I '[(0"1)

Mspar v, e

22 MHz
a) 2.4 GHz channels

In China, the numbers of the available channels range from 1 to 13. Of the channels, there are three
groups of channels that do not overlap each other: channel 1/6/11, channel 2/7/12, and channel
3/8/13.

2417 2.427 2.437 2.447 2.457 2.467

2412 2422 2432 2442 2452 2.462 2472 2484

b) 5 GHz channels

* The 5.2 GHz band has eight non-overlapping channels whose numbers are 36, 40, 44, 48, 52,
56, 60, and 64.

5.180Ghz 5.320Ghz

* The 5.8 GHz band has five non-overlapping channels whose numbers are 149, 153, 157, 161,
and 165.

5.745Ghz 5.825Ghz
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2.3

2.4

(2) Bandwidth

Bandwidth is the frequency range of a channel, namely the width. As mentioned above, the valid
bandwidth of a channel is 20 MHz. Therefore, you can bond two channels to achieve 40 MHz width.

For example, channel 1 can only bond with channel 5 to offer 40 MHz width.

Antenna

(1) Functions

In wired communications, devices are connected using physical media like twisted pairs and optical
fibers. In wireless communications, the transmission medium is electromagnetic waves. Data is
transmitted in the form of current in network cables and routers. How to convert currents to
electromagnetic waves that can be transmitted in the air?

Here come antennas. Antennas are mainly used to radiate and receive electromagnetic waves and

inter-convert currents and electromagnetic waves.
(2) Antenna classification
® By usage: communications, TV, and radar antennas
® By operating band: short wave, super short wave, and microwave antennas
® By directionality: omnidirectional and directional antennas (main classification)
® By appearance: linear and panel antennas

The omnidirectional antenna, as its name implies, provides a 360-degree horizontal radiation pattern.
Featuring directivity, directional antennas provide better electromagnetic wave transmission and
receiving in a certain direction. Omnidirectional antennas have a greater beam width while directional

antennas cover a larger area.

Spatial Streams

(1) Background

The spectrum of an electromagnetic wave can be seen as a land and 2.4 GHz band is a road on the
land. The frequency range of 2.4 GHz—-2.4835 GHz is the width of the road. The road can be further
divided into lanes (channels) and each lane has a valid width of 20 MHz. Vehicles can only run on
one of these lanes. The number of vehicles running on the road simultaneously is limited because the

road is narrow.
(2) MIMO in Wi-Fi 4

In Wi-Fi 4, MIMO (Multiple-Input Multiple-Output) is like an overpass above a narrow road. This is
called spatial reuse. In this case, with one more road, the number of vehicles running simultaneously

is doubled, greatly improving the transmission rate.
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As you may find in advertisements, some routers feature 4X4 MIMO. That means, the router has four
Tx/Rx antennas. If a phone or computer supports 4X4 MIMO (having four Tx/Rx antennas), there will
be four spatial streams between the router and phone or computer. If a phone supports only 2X2

MIMO, the router and phone will negotiate and agree to use two spatial streams.

Therefore, you may find that the transmission rate is 1200 Mbps although the router supports 4x4
MIMO (up to 2400 Mbps). That is because most phones support only 2 spatial streams. Very few
phones support three or four spatial streams because the more the antennas, the higher the power
consumption and faster the battery is drained.

(3) MU-MIMO
MIMO in Wi-Fi 4 is also called SU-MIMO (Single-User MIMO) because the router can communicate

with only one terminal simultaneously although spatial streams are increased. The router can

communicate with another terminal only when it finishes communication with the current one.

MU-MIMO (Multi-User MIMO) in Wi-Fi 5 supports simultaneous data transmission between a router
and multiple terminals. However, it supports simultaneous transmission only for downlink data like file
download and TV broadcast. Uplink data needs to queue up for transmission.

In Wi-Fi 6, MU-MIMO supports simultaneous transmission of both uplink and downlink data.

2.5 Wi-Fi 4/5/6

Wi-Fi 4/5/6 indicate the forth-, fifth-, and sixth-generation of Wi-Fi technologies. The following table
describes the differences between the Wi-Fi technologies.

Wi-Fi technologies are compatible downwards if they use the same bands. Take Wi-Fi 5 as an example.
It supports only the 5 GHz band. Therefore, it is compatible with Wi-Fi 2 (802.11a) and Wi-Fi 4 (802.11n).
Wi-Fi 6 supports both the 2.4 and 5 GHz bands. Therefore, it is compatible with Wi-Fi technologies that
use the 2.4 or 5 GHz band.
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802.11 802.11b(Wi-Fi 1) | 802.11a(Wi-Fi 2) | 802.11g(Wi-Fi 3) | 802.11n(Wi-Fi 4) 802.11ac(Wi-Fi 5) 802.11ax(Wi-Fi 6)
Release Time 1997 1999 1999 2003 2009 2013 2017
Operating Band 2.4 GHz 2.4 GHz 5 GHz 2.4 GHz 2.4/5 GHz 5 GHz 2.4/5 GHz
Non-Overlapping 3 3 13 3 3+13 13 3+13
Channels
Spatial Streams N/A N/A N/A N/A 1-4 1-8 1-8
Data
Transmission <2 Mbps <11 Mbps < 54 Mbps < 54 Mbps Upto 600 Mbps | P fogzs(:)“”e"“y Up to 10 Gbps
Rate i P
Actual 200 Kbps 5 Mbps 22 Mbps 22 Mbps 100+ Mbps 900 Mbps Over 1 Gbps
Throughput P P P P P P P
T Compatible with | Incompatible with | Compatible with Compatible with . . Compatible with
Compatibility N/A 802.11g 11blg 802.11g 11a/big Compatible with 11a/n 11amig/n/ac

Each generation of Wi-Fi technology has evolved features improving the transmission rate. Examples:

2.5.1 Wi-Fi 4 (802.11n)

(1) Orthogonal frequency division multiplexing (OFDM)

(2) Forward Error Correction (FEC)

(3) Short Guard Interval (Short GI)

(4) Channel bonding/40 MHz bonding

(5) MIMO

2.5.2 Wi-Fi 5 (802.11ac)

802.11ac Wavel (Wi-Fi 5 first release)

(1) Channel bonding/80 MHz bonding

(2) 256-QAM

(3) MIMO

(1) Downlink MU-MIMO

2.5.3 Wi-Fi 6 (802.11ax)

802.11ac Wave2 (Wi-Fi 5 second release)

(1) Rate improvement (1024-QAM)

(2) Multi-STA transmission

 Orthogonal frequency-division multiple access (OFDMA)

* Uplink and downlink MU-MIMO

(3) Spatial reuse (SR) (anti-interference)

* BSS fast identification

* Dynamic CCA threshold

(4) TWT power saving management technology

12
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2.6 Calculating Router Rates

2.6.1 Wireless Rate

1. Maximum rate 54 Mbps of Wi-Fi 2/3 (802.11a/g) (single spatial stream)
(1) OFDM provides 52 subcarrier channels of which 48 are used for data transmission.
—48 lanes are available out of total 52 lanes

(2) The 64-quadrature amplitude modulation (QAM) encoding mode allows every subcarrier channel

to carry 6 bits of data in a transmission.

—Six seats in each vehicle in each lane

(3) In 64-QAM, 3/4 of the bits are used for transmission and the rest are used for verification.
—3/4 of the six seats are available.

(4) The time of a transmission is 4 ps.

—One vehicle leaves in each lane every 4 ps.

Therefore, the maximum rate (maximum passengers each second) of 802.11a/g is as follows:

(1s/4 ps) x (6 bits x 48 x 3/4) = 54 Mbps

2. Maximum rate 150 Mbps of Wi-Fi 4 (802.11n) (single spatial stream)

(1) Wi-Fi 4 has optimized OFDM to provide 56 subcarrier channels of which 52 are used for data

transmission.
—52 lanes are available out of total 56 lanes

(2) Wi-Fi 4 extends the operating bandwidth to 40 MHz which allows more channels. The total
number of subcarrier channels is increased from 56 to 112, among which 108 can be used for data

transmission.
—108 lanes are available out of total 112 lanes

(3) The 64-QAM encoding mode allows every subcarrier channel to carry 6 bits of data in a

transmission.

—Six seats in each vehicle in each lane

(4) Wi-Fi 4 has optimized 64-QAM to increase the percentage of data transmitted from 3/4 to 5/6.
—05/6 of the six seats are available.

(5) Wi-Fi 4 reduces the transmission time by 400 ns to 3.6 ps.

—One vehicle leaves in each lane every 3.6 ps.

Therefore, the maximum rate (maximum passengers each second) of Wi-Fi 4 is as follows:

(1s/3.6 us) x (6 bits x 108 x 5/6) = 150 Mbps

3. Maximum rate 433.33 Mbps of Wi-Fi 5 (802.11ac) (single spatial stream)
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(1) Wi-Fi 5 uses OFDM optimized by Wi-Fi 4 and provides 56 subcarrier channels of which 52 are

used for data transmission.
—52 lanes are available out of total 56 lanes

(2) Wi-Fi 5 extends the operating bandwidth to 80MHz which allows more channels. The total number
of subcarrier channels is increased from 112 to 242, among which 234 can be used for data

transmission.
—234 lanes are available out of total 242 lanes

(3) The 256-QAM encoding mode allows every subcarrier channel to carry 8 bits of data in a

transmission.

—Eight seats in each vehicle in each lane

(4) In 256-QAM, 5/6 of the bits are used for transmission and the rest are used for verification.
—b5/6 of the six seats are available.

(5) The time of a transmission is 3.6 Ls.

—One vehicle leaves in each lane every 3.6 us.

Therefore, the maximum rate (maximum passengers each second) of Wi-Fi 5 is as follows:

(1s/3.6 ps) x (8 bits x 234 x 5/6) = 433.33 Mbps

4. Maximum rate 1201 Mbps of Wi-Fi 6 (802.11ax) (single spatial stream)

(1) Wi-Fi 6 adopts OFDMA and provides 242 subcarrier channels on a 20-MHz-wide band, of which

234 are used for data transmission.
—234 lanes are available out of total 242 lanes

(2) Wi-Fi 6 extends the operating bandwidth to 160 MHz which allows more channels. The total

number of subcarrier channels is increased. 980 x 2 channels can be used for data transmission.
—980 x 2 lanes are available

(3) The 1024-QAM encoding mode allows every subcarrier channel to carry 10 bits of data in a

transmission.

—10 seats in each vehicle in each lane

(4) In 1024-QAM, 5/6 of the bits are used for transmission and the rest are used for verification.
—5/6 of the six seats are available.

(5) The time of a transmission is 13.6 ps.

—One vehicle leaves in each lane every 13.6 ps.

Therefore, the maximum rate (maximum passengers each second) of Wi-Fi 5 is as follows:

(1s/13.6 ps) x (10 bits x 980 x 2 x 5/6) = 1201 Mbps
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2.6.2 Factors Affecting Router Rates

Wireless Communications Basics

Code rate, that is, the average number of passengers in a vehicle

Before Wi-Fi 4 Wi-Fi 4 and later
Code Rate 3/4 5/6
Transmission time, that is, the average interval at which one vehicle leaves in each lane
Wi-Fi 2/3 Wi-Fi 4 Wi-Fi 5 Wi-Fi 6
Transmission
: 4 us 3.6 ps 3.6 us 13.6 ps
Time i H H H
Bit rate mediated by modulation method, that is, the number of seats in a vehicle
BPSK QPSK 16-QAM 64-QAM 256-QAM 1024-QAM
Bit Rate 1 2 4 6 8 10
Bandwidth which determines the number of subcarrier channels (lanes)
Bandwidth Wi-Fi 2/3 Wi-Fi 4 Wi-Fi 5 Wi-Fi 6
Technology Used N/A N/A OFDM OFDM OFDMA
20 48 52 52 234
) ) 40 N/A 108 108 468
Valid Subcarrier Channels 80 NA NA 34 980
160 N/A N/A 234x2 980x 2

Spatial streams. The preceding examples assume that there is only one spatial stream. The total maximum
transmission rate equals the maximum rate of a single spatial stream multiplying the number of spatial

streams. In Wi-Fi 4, the maximum rate of a single spatial stream is 150 Mbps. If there are four spatial

streams, the total maximum rate is 600 Mbps (150 Mbps x 4).

Wi-Fi 2/3

Wi-Fi 4

Wi-Fi 5

Wi-Fi 6

Streams

Maximum Spatial

1

4

2.7 Uplink/Downlink Rates, Negotiated Rate, and Actual Rate

(1) Uplink rate

The uplink rate is the rate at which data is uploaded, that is, the speed at which local information is

uploaded to the network. Or, it can be seen as the transmitting rate of a terminal.

(2) Downlink rate

The downlink rate is the rate at which data is downloaded, that is, the speed at which data on the

network is downloaded to the local terminal. Or, it can be seen as the receiving rate of a terminal.

(3) Negotiated rate

Communications entail two peer parties. The negotiated rate, as its name suggests, is the rate

negotiated and agreed upon by the router and terminal. What do the router and the terminal negotiate?
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They negotiate factors that affect the wireless rate, including the Wi-Fi technology (wireless protocol),
modulation method, bandwidth, spatial streams, and code rate. If a router supports Wi-Fi 6, dual-band,
and 4 x 4 MIMO while a phone supports Wi-Fi 6, dual-band, and 2 x 2 MIMO, the negotiation results are
Wi-Fi 6, dual-band, and 2 x 2 MIMO. Whereas the negotiated rate is calculated based on these factors, it
is still a theoretical rate.

(4) Actual rate

Wireless communications use the half-duplex mode which allows only data transmission or receiving at a
given time. For example, the negotiated rate can be seen as the sum of the uplink and downlink rates.
And in most cases, the downlink rate is greater than the uplink rate. Therefore, if the negotiated rate is
1200 Mbps, the uplink and downlink rates may be 200 and 1000 Mbps respectively. (This example is for
reference only.)

That is why the measured actual rate is less than the negotiated rate. In addition, the prerequisite of the
assumed negotiated, downlink and uplink rates above is that the conditions are optimal, which is nearly

impossible because there are other factors affecting transmission rates as well.
® Signal strength (number of walls between the router and terminal)
® Interference of other router signals in the environment

® Interference of other devices such as microwave ovens and refrigerators if the 2.4 GHz band
is used

® Other terminals connected to the router, which may occupy more resources
® Messages in wireless transmission mechanisms that take up resources

These factors may reduce the theoretical rates by 10% to 40%. Therefore, if the negotiated rate is 1200

Mbps, the most possible downlink rate is about 600 Mbps. The rate may reach 800 Mbps and over if the
wireless environment is very clean. In addition, the network cable specifications, port specifications, and

extranet bandwidth also play a part. If the extranet bandwidth is 100 Mbps, the negotiated rate 800 Mbps
is useless.

(5) Rate conversion
You may wonder why your download rate is less than the labeled 100 Mbps bandwidth.
That is because of the differences between units. The differences are as follows:

® Mbindicates megabit. 1 Mb equals 1024 Kb, just as 1 km equals 1000 m and 1 Kg equals 1000
g.
Other common conversions include: 1 Th = 1024 Gb, 1 Gb = 1024 Mb, 1 Mb = 1024 Kb, and 1 Kb =
1024 b.

® The letter b indicates bits. Eight bits equal one byte (B). 8 Mb/s equals 1 MB/s.
Based on these conversions, we can conclude:

100 Mb/s = (100 x 1024) Kb/s = 102400 Kb/s = (102400/8) KB/s = 12800 KB/s = (12800/1024) MB/s =
12.5 MB/s.
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Common download rate units are KB/s and MB/s. Your actual download rate may be less than the
labeled rate because the rate units are different.
Note:

The rates raised above are theoretical values. The actual values depend on the network environment

and may be less than the theoretical values.

2.8 Wireless Interferences

2.8.1 Types of Interferences

1) Co-channel interference

Co-channel interference exists when two WLAN devices use the same frequency (2.4/5 GHz). As shown
in the figure below, there are three non-overlapping channels 1, 6, and 11 in the 2.4 GHz band. In places
with many routers deployed, a channel may be used by multiple routers. Co-channel interference exists

in the areas where the signals of these routers overlap.

2.402GHz D —— L —_— 2A483Ghz

2) Adjacent-channel interference

As shown in the figure below, channels 1-5 overlap each other. Therefore, interference may exist in the

areas where the signals of two routers overlap even if the routers do not use the same channel.

2 3 4 5 7 8 9 10 12 13 14

1
l

'
L

2.402GHz B ———r LA . 2.483Ghz

3) External interference
Some non-WLAN devices use the 2.4 GHz band as well, including microwave ovens, Bluetooth devices,
wireless cameras, and wireless mouses, which also have interference in WLAN signals.

2.8.2 Interference Mitigation Methods

(1) Plan router locations appropriately

Do not deploy two routers near each other even if they use non-overlapping channels because the
transmitting powers have interference as well. When setting channels, download the Wi-Fi Moho app

to test the signals around and check the channel usage. Choose a less used channel if possible.

(2) Use the 5 GHz band
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Compared with the 2.4 GHz band, the 5 GHz band has a cleaner wireless environment. Therefore,

use the 5 GHz band if possible.

(3) Keep distance with or eliminate the interference sources

Do not place the router near microwave ovens, mobile phones, and hot spot devices to avoid strong

interference.

3. Mesh Wi-Fi Product Introduction

3.1

General Introduction

Reyee EW series products are gigabit dual-band Wi-Fi 6 wireless routers designed for large flat
space, villas,

small shops, SOHO, and other scenarios. It is designhed to meet the needs of high-quality next-
generation Wi-Fi

services. Reyee EW series products support various local and remote management platforms, such
as web and

Ruijie Cloud App. This wireless router also provides multiple home-care-based function, including the
parental

control mode, health mode, and Xpress mode, and is exclusively designed for Smart Life Kit System,
meeting

needs of all household scenarios.

3.2 RG-EW1200R

3.2.1 Highlight Features

® Cover your whole home network with one-click

® Built-in signal amplifiers, unbreakable Wi-Fi signal throughout your home

® Three-bar signal indicator guides you to find the best spot
® Reyee Mesh brings you unlimited signal connection everywhere you go
® More wireless mode options, more surprise

® Take control of your home network at your fingertips

3.2.2 Product Appearance
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3.2.3 LED and Button

@ System Status LED

Status Description

Solid on The device is functioning properly. / The port has made a successful link.
Green

Blinking The device is starting up. / The device is restoring factory settings.

Solid on The device fails to access the Wi-Fi network of the primary router.
Orange

Blinking The device is accessing the Wi-Fi network of the primary router.
Red Solid on The network is unreachable.

@ Signal Status LED

Status Description

Blinking alternately The device is accessing the Wi-Fi network of the primary router.

Three bars on | The signal strength is high.

White Two bars on The signal strength is medium.

One bar on The signal strength is low

1. The device is set to the router mode.

off 2. The device fails to access the Wi-Fi network of the primary router.

@ Mesh/WPS Button

Action Description

Long press for more than 5s The device restores factory settings.

Three functions are triggered at the same time:

1.Turn on or off the signal status LED.

2.Perform mesh networking as the Reyee primary device.
3.Establish a WPS network with other routers.

Short press for less than 2s

3.2.4 Unboxing Video

https://video.ruijienetworks.com/videoDetail?videold=64

3.3 RG-EW300R

3.3.1 Highlight Features

® Plug and Play, Easy and Strong

® Two built-in signal amplifiers boost 2X signal strength

® Three-bar Signal Indicator, Guides You to Find the Best Spot
® Flexible Placement, One-click Connection

® More Wireless Mode Options, Meet All Your Needs

® Take control of your home network at your fingertips
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3.3.2 Product Appearance

Ruifie IReyce
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3.3.3 LED and Button

@LED/RESET Button
Action Description
Long press for more than 5s | The device restores factory settings.
Short press for less than 2s Turn on or off the signal status LED.

©Signal Status LED

Status Description

The device is accessing the Wi-Fi network of

Blinking alternately the primary router

Three bars on The signal strength is high.
White | Two bars on The signal strength is medium.
One bar on The signal strength is low.

1. The device is set to the router mode.
Off 2. The device fails to access the Wi-Fi network
of the primary router.

OSystem Status LED

Status Description
) The device is functioning properly. / The port
Solid on has made a successful link.
Blue Blinking The device is starting up. / The device is restoring
factory settings.
Red Solid on The network is unreachable.
©WPS Button
Action Description

Short press for less than 2s | Establish a WPS network with other routers.

3.3.4 Unboxing Video

https://video.ruijienetworks.com/videoDetail?videold=68

3.4 RG-EW1200G PRO

3.4.1 Highlight Features

® Supports 802.11ac wave?2

® 6 omnidirectional antennas provide strong Wi-Fi signal

22
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Full coverage, easy setup, seamless roaming

Parental Control & Health Mode
® Concurrently support up to 64 devices connection

® Easy network management at your fingertips with Reyee Router App

3.4.2 Product Appearance
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3.4.3 LED and Button

Indicator Status Description
Off The router is powered off
Steady On The router is running normally
Restoring factory

System Status Indicator | Fast Blinking

settings/Rebooting
Slow Blinking Reyee Mesh is being paired or
repeater stops
The port is not connected or the
Off :
Port Indicator cable disconnects
Steady On The port is connected normally
Blinking Data is being transmitting

I e L
2 3 45
1 System Status Indicator
pairing/Reset Button
2 press >10s to reset
press <1s to pair
3 Power
4 WAN Port/ndicator
5 LAN1-3 Port/ndicator
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3.5 RG-EW1200

3.5.1 Highlight Features

*  Supports 802.11ac wave2

* 4 omnidirectional antennas provide strong wifi signal

*  Reyee Mesh builds up flexible multi-solutions for your network
*  Parental Control & Health Mode

*  Concurrently support up to 64 devices connection

+  Easy network management at your fingertips with Reyee Router App

3.5.2 Product Appearance

‘,;/W\:,
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3.5.3 LED and Button

Indicator Status Description

Off The router is powered off

System Status Indicator | Steady On__ | The router is running normally

Fast Blinking | Restoring factory settings/Rebooting |
Steady On | Reyee Mesh is running normally

WiFi Indicator Slow Reyee Mesh is being paired or
Blinking repeater stops
Off The port is not connected or the

cable disconnects
Steady On The port is connected normally

Y A | N I '
| |

Port Indicator

T

= b X T T T<: A

AR, 7| B:N=L 3:;\][:."[:' I‘| RY:*
12 3 4 5 6 7 8

System Status Indicator

WAN Port Indicator

LAN1-3 Port/Indicator

WiFi Indicator

Power

LAN1-3 Port/Indicator

WAN Port/Indicator

Pairing/Reset Button Press=>10s toreset Press<1s to pair

WD || &M=
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3.5.4 Unboxing Video

https://video.ruijienetworks.com/videoDetail?videold=65

3.6 RG-EW1800GX PRO

3.6.1 Highlight Features

® An Unprecedented Wireless Experience with Wi-Fi 6

® Enter the Era of Wi-Fi 6 Speed

® Strong Signal Received, Feels like “wall-less”

® Exclusive Reyee Mesh provides full space coverage Wi-Fi solution
® Born For Multi-user

® Take control of your home network at your fingertips

3.6.2 Product Appearance
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3.6.3 LED and Button

Reyee Mesh Indicator

T

‘—Er’o“ D’W‘“ﬂ]\jh

.

Power LAN 1-4 Ports WAN Port  Reset Button

System Status Indicator
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3.7 EG-EW3200GX PRO

3.7.1 Highlight Features

® Next-Gen Gigabit Wi-Fi 6 Standard

® Ultra-fast Wi-Fi Speed

® Strong Signal Received, Feels like “wall-less”

® Exclusive Reyee Mesh provides full space coverage Wi-Fi solution
® Better stability under heavy load

® Take control of your home network at your fingertips

3.7.2 Product Appearance

Mesh Wi-Fi Product Introduction
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3.7.3 LED
LED Color/Status Description
Blinking The router is being paired.
Green Th ter i ired and Wi-Fi signal
Solid on e router is paired an i-Fi signals are
normal.
Mesh LED
Orange Solid on The router is paired but Wi-Fi signals are weak.
Red Solid on Device pairing is disconnected.
Solid on The router is running normally.
The router is restored to factory settings.
Fast blinking (on for 62.5 The router restarts
ms, off for 62.5 ms) )
System Status LED Blue The firmware is upgraded.
Slow blinking (one
interval of 1.75 seconds: | The router is initialized.
on §0" 250 ms , off for 250 | The router does not access the Internet.
ms

3.7.4 Unboxing video

https://video.ruijienetworks.com/videoDetail?videold=67

3.8 RG-M32

3.8.1 Highlight Features

® Next-gen gigabit Wi-Fi 6 standard

® 4x4 Enterprise-level chipset, better stability under heavy load

® 4 Dual-band antennas and 8 signal amplifiers, provide whole-home network coverage
® Exclusive Reyee Mesh solution, one click to mesh up multiple Reyee Mesh devices

® Smart signal indicator, find the best spot to place a sub-router

® Take control of your home network at your fingertips
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3.8.2 Product Appearance

32



Cookbook Mesh Wi-Fi Product Introduction

3.8.3 LED and Button

0 Reset Button @ Power 9 WAN @ LAN1/LAN2/LAN3
eReyee Mesh Indicator

Status Description

Blinking white The device is being paired.

Four bars are solid white | The Mesh network signal is excellent.
Three bars are solid white | N/A
Two bars are solid white | The Mesh network signal is average.

One bar is solid white The Mesh network signal is poor.
Off The Mesh network is disconnected or not
set up.

3.9 RG-M18

3.9.1 Highlight Features

® An unprecedented wireless experience with Wi-Fi 6

® Strong signal received, feels like“wall-less”

® Born for multi-user, support up to 192 terminals

® Exclusive Reyee Mesh provides full space coverage Wi-Fi solution
® Smart signal indicator, find the best spot to place a sub-router

® Take control of your home network at your fingertips
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3.9.2 Product Appearance
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3.9.3 LED and Button

L]

o0

L
o

S

0 Reset Button 9 Power 9 WAN 9 LAN1/LAN2
eReyee Mesh Indicator

Status Description

Blinking white The device is being paired.

Four bars are solid white | The Mesh network signal is excellent.
Three bars are solid white | N/A

Two bars are solid white | The Mesh network signal is average.

One bar is solid white The Mesh network signal is poor.
Off The Mesh network is disconnected or not
set up.

3.10 EW300 PRO

3.10.1 Highlight Features

® Stronger signal with 4 x 5dBi antenna and signal amplifiers
® \WISP & Repeater Mode supported

® |ife-time free cloud management supported

® Easy management, easy life

® Three-year warranty guaranteed
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3.10.2 Product Appearance
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3.10.3 LEDs

LEDs

LED Status Description
Off The router is not powered on
Steady On The router is running normally.

System | Fast Blinking The router is starting or powering off.

Status | siow Blinking The Internet cannot be accessed.
Fast Blinking Twice The router is restoring factory settings or upgrading
Slow Blinking Once and Fast Blinking | The firmware is faulty
Three Times

4. Device Management and Configuration

4.1 Device Management

4.1.1 How to login EW Mesh Wi-Fi?

Connecting to the Router

You can open the management page and complete Internet access configuration only after
connecting a PC or a mobile phone to the router. You can connect a PC to the router in either of the

following ways, and connect a mobile phone to the router in wireless connection mode.
® Wired connection

Connect a local area network (LAN) port of the router to the network port of the PC, and configure
Obtain an IP address automatically on the PC. The EW300 is used as an example. The following
figure shows the connection between the router and laptop.

Power Port Reset Button | LAN 1-3 Ports I I'
® ) A\
WAN Port

® \Wireless connection

On a mobile phone or laptop, search for a Wi-Fi network @Ruijie-sXXXX (XXXX is the last four
digits of the MAC address of each device). The default SSID and login address can be found on the
bottom label of the router.
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Logging In

When a PC or a mobile phone connects to a router in initial state, the configuration wizard page
appears. If the configuration page does not appeatr, enter the device IP address into the address bar

of the browser to navigate to the login page, and then enter the password for login.

ltem Default Value

Device IP address 192.168.110.1

No username and password are required at
Username/Password your first login. You can configure the router

directly.

If you forget the IP address or password, hold down the Reset button for more than 5 seconds to

restore factory settings. Then you can use the default IP address and password to log in.

A\ Note

Restoring factory settings will delete existing configuration, and you are required to configure

Internet access again at your next login. Therefore, exercise caution when performing this operation

If the router in initial state detects that the IP address of the primary router is 192.168.110.1, the
router automatically changes its own IP address to 192.168.111.1 to avoid an IP address conflict.
You may falil to log in to the router during the IP address change, but can reconnect to the Wi-Fi

network and complete configuration 1 minute later.
4.1.2 How to login EW via its WAN IP address?

There are two ways to login EW via its WAN IP address:
(1) Remote Access:
It's needed to enable the Remote Access feature on eweb of device first, and then copy the Login

URL in the browser to access the EW device;

Clients Internet i-Fi More

Login Password Session Timeout Rerr

@ Security

EIVPN Remote Access
o Allow others login the device via URL link

Enable (D)

Login URL http://192.168.4.2

=3 Advanced
(@ Diagnostics
= Systerr

System Time

Management
Upgrade
LED

Reboot

(2) Cloud Access
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Besides, this device can be accessed via Cloud if it's in online status. You can click the SN to check

the device information.

| Home Router List (Click "SN" to view details) Auto Rel

[ More ~ ] 1 Selected Sh

[ Add H Web CLI H Upgrade

@Basic (JRF () Model

Online Status 4 SN Sync P Alias MAC Management IP Egress [P Clients Network
@ Online CAR _ | Synced EW1200GPRO 5 172265252 1 HomeRouter EW1200GPRO

Then click eweb to login the EW device.

Device Information

R 2 ® 0O ® & Basie
WAN LAN Disconnected Disabled PPPoE  Stalic IP DHCP PoE Abnormal Copper SFP Alias: EW12006PRO #
v H 2 ' SN
@l e
Model: EW1200G-PRO
Operation Mode: Route MGMT IP: 172.265.252
Actual Master Device Syne: Synchronized
Network Master Device Hardware Version 200
SSID: Wiredrepeater,  Wiredrepeater5G,  @Ruijie-guest-E795 Firmware Version: Reyee0S
Description d

Overview Config

| Diagnose

(e ] ] ()

| 1IPTV

4.1.3 How to restore EW Mesh Wi-Fi?

There are two ways to restore your Reyee EW device:

(a) Access the eweb of Reyee EW, then click 'Management'>'Reset' to restore this device.

Reyce ) Gh @ = = tgish- 2 6 ®
Home Clients Intemet Wi-Fi

Backup & Import

Q vt
@ Work Mode

Reset

@ Basics

WLAN

claar the curent setings i you want 1 ke the configuration, plss Backp Contiy fst ®

@ VPN
o
@ Diagnostics
= System
o
Login
[—]
Upgrade
LED
.
e
A

«Collapse.

(b) Press and hold the Reyee Mesh button O for more than 5 seconds. When the LED starts

blinking, the device is restoring factory settings. The device will automatically restart after the
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restoration is completed. After the device is started, that is, the LED is solid on, reconfigure

Internet access. The wireless signal name in the factory settings is @Ruijie-SXXXX.
T ]

J LIl .
' S
2 3 45

1 System Status Indicator
pairing/Reset Button

2 press >10s to reset
press <1s to pair

3 Power

4 WAN Port/ndicator

5 LAN1-3 Port/ndicator

4.1.4 How to upgrade the EW Mesh Wi-Fi?

If the device can be connected to the Internet normally, you can choose an online upgrade.

gie @ ®
Ruijie | BReyce = s Engish- B & ®
Clients Internet More

@ Basics
Local Upgrade
WLAN

© oo voarsce o oo s et coningon

[ Work Mode

N Current Version ReyeeOS 1.203.1521 (it is the latest version.)
© Security

Auto Upgrade | | Auto upgrade the device when a new version appears.
2 Advanced
@ Diagnostics
* System
System Time
Login

Management

LED

Reboot

4
&
«Collapse

If the device cannot be connected to the Internet, you need to download Firmware from the official

website first, and then click Local upgrade to upload.
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Ruijie | FReyee

=) @ ? =

Clients Internet
© Basics
Online Upgrade ade
+ WLAN
1) Pisase oo not retresh the pag or clase the browser. @
Bl Work Mode
Model EWI1200G-PRO
©) Security
£ Advanced Current Version ReyeeQS 12031521
@ Diagnastics Keep Confiy @ tversion s much later than t

SR File Path

System Time

Login

Management

LED

Reboot

«Collapse

You can find the firmware on the official website and download it.

ers v Contact Us & Login v

Products

Solutions Support Community

I?Uy’lé About Us (@)

RG-EW1200G PRO 1300M Dual-band Gigabit Wireless Router

ed apan

nent, Bungalow)

arios (e g Villa, Larg

ice, small shop, etc

Models

RG-EW1200G PRO
2 1oc w r

ops 802 11ac wave2, 1167Mbps

‘ RG-EW1200

Series.

| RG-EW1200 Series Reyee Mesh Router

Highlight Features
« Supports 802.11ac wave2
« 8 omnidirectional antennas provide strong wifl signal
« Full coverage, easy setup

U w “ U._ll « Parental Control & Health Mode

Concurrently support up 1o 84 devices connection

oaming

Easy network management at your fingertips with Reyee Router App

< o

Overview Comparison FAQ Documents
[2] Contact U:
FeRussew. _ _ -
Partners + Contact Us & Login v N
—
J?uyle Products Solutions Support Community About Us Q

Documents

RG-EW1200G PRO Wireless Routers

EW_3.0{1)B11P78 firmware

(= Ruiiie Reyee Mesh Wi-Fi Routers Implementation
) Gookbook (v1 1)

Mesh Routers Web-based Configuration Guide
Reyee0S 178

Ruijie RG-EW1200G PRO Wireless Router Quick
Installation Guide

(=5 RG-EW1200G PRO Mesh Router User
) ManvaBuigarian version)

@ RG-EW1200G PRO_EU DOC
() Ruiie Reyee RG-EW Series Routers FAQs(V1.0)
() RG-EW12006 PRO User Manual

@ Reyee Router APP User Guide(V2 0)

@ RG-EW1200G-PRO Wireless Routers
] Ew_3.001)811P204 frmware

Company Partner Support Social

About Ruijie Find a Distributor RITA Facebook

Milestones Become A Partner Download YouTube

News Project Registration Case Portal Linkedin
s Communiy
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@ Ruijie Reyee RG-EW Series Router POC Guide

@ Reyee Mesh Routers Web-based Configuration
) Guide Reyeeos 1204 (v1:2)
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Partners v ContactUs &, Login v () Global /EN v
—
J?uyre Products Solutions Suppart Community

About Us Q

Home> Support> Downloads>

RG-EW1200G PRO Wireless Routers EW_3.0(1)B11P78 firmware
20220419 View: 82

Catalog

Please enter keywords

01 RG-EW1200G PRO

Download
v
Wireless Routers
EW_3.0(1)B11P78 firmware

Ruijie | FReyce

How do you like this document ?

4.1.5 How to check and change Wi-Fi password of EW Mesh Wi-Fi?

You can log in it according to these steps below:

1. Log in the web interface

2. Click 'Wi-Fi'->'Wi-Fi Password’

Ruijie | BReyce

Ch e

z G
Clients Intemet
Seasics

English- B8 & @
u More
Smart Wi-Fi Healthy Mode

o Tig: Changing configuration requires a reboot and clients will be reconnectsd.

FiSettings  GuestWI-Al

TWLAN

Blacklist/Whitelist

Radio Frequency
@ Security
EsAduanced [T —
@ Diagnostics e
System Wireless Schedule Al Time
Hide SSID 551 len and must be manually entered)
AP Isolation s W  will be isolated
XPress will peed,
=
-
A
@Collapse

3. You can check and change WiFi password here and then click ‘Save'
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SE > @ : e
Clients Internet More

@ Basics

TWLAN

Blacklist/Whitelist
Radio Frequency

©security

%) Advanced

@ Diagnostics

% System

#Collapse

4.1.6 How

Wi-Fi Settings Guest WI-Fl Smart Wi-Fi Healthy Mode
@ i Changing canfigurstion requires  reboot and clients wil be reconnected. @
‘ Wi-Fi Settings

*SSIDRAG)  Free plus

Security | WPA WPA2-PSK

* Wi-Fi Password|  ruijie123 ®

Wireless Schedule Al Time

Hide SSID he SSID is hidk

AP Isolation

XPress chient will experience faster speed,

to perform the EW Mesh Wi-Fi quick start?

Please refer to the following guide to configure it: RG-EW300 PRO Web-based Configuration Guide
Reyee0S1.59 - Ruijie Networks

4.1.7 How

to configure Config Backup and import Config on EW Mesh Wi-Fi?

1. Login to the eweb page of Reyee EW router.

2. Choose

locally.

Ruijie | iReyce 0] Lo ® =

Work Mode

) Repeaters

©) Security

) VPN

5 Advanced

@) Diagnostics
System Time

Login

More > System > Management, click Backup button to download a configuration file

Clients Internet More

~
Backup & Import Reset
- o If the target version is much later than the current version, some configuration may be missing.

It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.

| Backup Config

| Import Config

File Path Browse

Click Browse, select a configuration file backup on the local PC, and click Import to import the

configuration file. The device will restart.
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Ruijie | iReyce 0] ] =

Clients Internet i-Fi More

@] Work Mode ~

&R . Backup & Import Reset
epeaters

@ Security - If the target version is much later than the current version, some configuration may be missing.
It is recommended to choose Reset before importing the configuration. The device will be rebooted automatically later.

&1 VPN -
| Backup Config
£ Advanced v
Backup Config
(@ Diagnostics v
Import Confi

< System - | P 9

System Time File Path Browse I:l

Login

Management

4.1.8 How to add EW mesh Wi-Fi into my Reyee Router APP?

1. Download Reyee Router APP, register an account and activate it first, then you can login:

Country/
Region * i 1

Email® Sl Ml T
Tip
The Email is already registered but not activated.

The Email is already registered but not Please activate in your mailbox.
activated. Please activate in your

mailbox. Do you want to resend the

activation Email? Password *

The activation link is already sent to your Email.

Please activate in your mailbox.

2. Click+in the upper right corner, and click Add Network.

Reyeessid »

W Download a Upload

Normal 0 0

< Network More

Please select a mode to add the network

: -_ 111

(35 53) e (5 mam

“ Select This Mode in Common Cases

Add Network
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After connecting the Reyee EW router properly as shown in the figure, check each option box and

click Next

< Before Start

Please complete the following steps, and then
check each option box.

pode™ 3
f ) P

\/ WAN(Yeliow)
E Power on the router

Connect the WAN port of the router to the
modem

Click Open Wi-Fi List to enter the WLAN list on your phone.

Connect to the default SSID @Reyee-sXXXX and return to the Reyee Router App.

< Before Start

Step 2:

Connect to the Wi-Fi of Reyee Router in Settings
> WLAN, and then return to the Reyee Router
App.

—
WLAN

Router Back

Open Wi-Fi List
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After the router is detected, you can set the SSID and password on the Router Config page. Select
the item below the password to keep the management password the same as the Wi-Fi password.
Click Next.

< Router Contig

Kecp the management password the same with the
'Wi-Fi password
< Before Start

e

Connecting to the router...

Click Save and return to the Home page. The router is displayed on the Home page.

FOR-TEST > +
Configuration succeeded
; Q
SSID/WI-Fi Name : [2]
Reyeessid  « U
Reyeessid_5G o
Password
Ruijie123
Online Client In Control

—
mi .

Add Next Device

4.1.9 How to add EW mesh Wi-Fi into my Ruijie Reyee APP?

1. Download Ruijie Reyee APP, register an account and activate it first, then login to your Ruijie

Cloud account.
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2. Click Add a project button, choose No to scan QR Code in the Reyee EW series router:

Ruifie | Reyce Q @)
[ P |
8, -
Scan DEMO Toolkit
My2 Received4s Filter ¥
- - e %
1 Customize 2023.03.22 if] Customize 2023.03.22
None

@ Create a project X

(@ No device. Only Cloud management is supported

Have Reyee APs?

111111111
ol Customize 2022.08.22
None p - Yes
Connect to Wi-Fi
(@ No device. Only Cloud management is supported
© Add a project ;—g@-. it
2 o

Scan or enter SN

B © & @ &

SaleForce Product Project Community My

3. After scanning the QR Code, the device info will be detected. You can click the Add button.

&« Add Device Lo Add Device
Type* Router
Model* EW1200G-PRO
SN= CromEES UEEE W
MAC* com” Bowam
Name

Scan the Reyee device or event QR code

[}
lighting
(i 2
&3 ©) & ®
Scan to Add Manually Enter Scan to Add Manually Enter
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4.Choose the project type, enter the related parameters on this page, and then click OK.

When Reyee EW series router can access the Internet, you can see the device online on your

account.
: Add Project < EWtest @ ~
Add Device ‘ gl Customize  * Online 1
Add: 2023.04.18
Type
@coud ()AC+FitAP @ Network &
Project Name
EWtest

Management Password (D

| 55
1/
EWhomewifi

SSID Encryption () \_ EW12006 /

SSID Passward

B
i

SSID/Wi-Fi Name (

Radio Country/Region Code

China 0o =0 =~
= Wireless 1 Wired Detect
Scenario
Villa/Home
© Workspace Q

4.1.10 How to unbind device from Ruijie Reyee APP?

1. Select the project where the device you want to unbind is located

1:15 Wil 56 £ 11:16 il 56 €

My 13 Received 107 Filt.er‘r < EG2100_P A -~

£l Customize = Online 0 = Offline 1
@ Uptime 56d 19h & Share 3

@ No device. Only C! anagement is supported @ Network o

° 1”1 mnm 11
0
EG105GWX : o
$56310-24...
© "M
EG2100_P
0 01 2 o~
« Client List 0 w7
Detect
@ Workspace Q
@ & 1 @ 8 Basic Advanced Scenario
SaleForce  Product project || Community My
If you are at the sidiatliomtannasida =yan125 to
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2. Select the device you want to unbind

11:16

il 56 €0 11:16
< EG2100_P 2 - <
g Customize = Online 0 All
©@Uptime 56d 19h & Share 3 —_—
o
0
=
$5310-24
e ClientList O P
Detect
@® Workspace Q
Basic Advanced Scenario
If you are at the suciatitiomttttasiie - to
3. Delete Device
11:16 ol 56 €0 11:16
< Device List <
All Online Offline All
S5310-24GT4XS-P-E B (

Note:

Device Management and Configuration

il 56 €0
Device List
Online Offline
S5310-24GT4XS-P-E
—
il 56 D
Device List
Online Offline

1. Currently, only offline devices can be unbound. Online devices cannot be unbound

2. Only devices in your own project can be unbound. The received project does not support unbinding
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4.1.11 How to unbind EW Mesh Wi-Fi from Reyee Router APP?

Sorry, Ruijie Router APP cannot support unbind Reyee EW.

4.1.12 How to turn off the LED lights of EW Mesh Wi-Fi?

You can turn off the LED lights of Reyee EW as follows:

1. On the Eweb of Reyee EW:

Ruijie | iReyce 10} Lo @ v : - engish- B2 & @

Clients Internet

T WLAN
LED Status Control

@ Work M o Control the LED status of All Devices.

& searty
% Advanced | Save n

@ Diagnostics “
System Time
Login
Management
Upgrade

LED 3

L)

Reboot

«Collapse

2. On Ruijie Reyee APP
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10:11 ¥

Ruifie | Reyce

- n‘l .
o
Scan DEMO

My 13 Received 107

il 56 B

@ Q

Toolkit

Filter Y

AC
[1]
Choose your project
G Ew1200
© 11
EG3250
P e
° 1/1 3/3
tesssst
© &
SaleForce Product Project

Community My

Device Management and Configuration

10117

< EW1200
@ Villa/fHome
(& Uptime 28d 23h

* Online 1

\
. EW1200G-..

click this Icon

* Client List O

© Workspace

Basic Advanced

If you are at the ikt

il 56 m‘

@~

Q

Scenario

mbotest to
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10:10 wil 56

Device Information More Settings

e
9 n R ’

EW1200G-PROZ
Model: EW1200G-PRO

IP: 192.168.2.43
MAC: ecb9.700a.65cc Work Mode >
SN: G1RP3E519991A Router/Access Point/Wireless Repeate
Firmware Version: ReyeeOS
Uptime 60m 1.203.1521
|1 CPU 28% Memory 48% @ LAN 3
AN
] ) @ Network Check N
» 15 smarth 4
eWeb Reboot i ST R . !
m Couliy @ Country(Region)/Channel Width >
Port ® Channel Transmit Power
@ Countr egion)/ Transmit Power/Roaming >
WAN LAN LAN LAN R
T 1 1 —
B0 Srrecs e you 10 ot e , 2
@ Healthy Mode , —
T —
Wi-Fi Info
SSID Client count 0O @ =

00 ' Home Internet Wi-Fi

= symbotest

x L E —34.142.173.36 &

2.4G < i) M
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10:10 il 56 10:10 il 56 B

& Healthy Mode O | & Healthy Mode o
0 LED a @ Edit operation succeeded.
- Control LEDs of all devices - Control LEDs of all devices

@ Healthy Mode N @ Healthy Mode
Reduce all transmit powers during spec ified time. Reduce all transmit powers during specified time

A4

) ® = &R O ® = &

Home Internet Wi-Fi More Home Internet Wi-Fi More

K T4 — 34.142.173.36 ¢ K %4 — 34142173.36 ¢

< W M G < 0 M ©

On Reyee Router APP

09:59 il 56 &3

N\ Vo Minh Giang >

Wi-Fi Settings >
symbotest (246) (56)
Copy
ruijie@%123
Change Password
Common
Speed Diagnose Optimize
S Home 2
.| =
EW1200_Auto o Reboot Indicator ® Update
0 device(s) online O device(s) offline ——
EW300_Auto V4
0 device(s) online 1 device(s) offline = Advanced
jaydentest o
0 device(s) online O device(s) offline _——
EW1200(Connected) o
1 device(s) online O device(s) offline —
tesssst
0 device(s) online O device(s) offline z
oo

HAPPYHOUSE o (O] 88 Lo
8 device(s) online 0 device(s) offline e Homepage Scenario Settings
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4.1.13 What's the LED Indicator mean?

A: There are two LED Indicators on the EW device (EW1200G PRO)

System LED Indicator means:

i

T

-
v
.

1 2
1 System Status Indicator
pairing/Reset Button
2 press >10s to reset
press <1s to pair
3 Power
4 WAN Port/ndicator
5 LAN1-3 Port/ndicator

When the device is first turned on, the LED will blink for 2-3 minutes until the device is fully turned on.
The LED light will become stable and no longer blink.
Reyee Mesh LED Indicator means:

The Reyee Mesh indicator on the primary router will blink in white, indicating that the primary router is
searching nearby routers for pairing. The Reyee Mesh indicator on the secondary router will also blink
in white, indicating the secondary router is being paired with the primary router. In about 2 minutes,
the Reyee Mesh indicators on both routers will turn solid white, indicating Mesh pairing is complete.

Note: Not all EW series devices have the Reyee Mesh LED Indicator.
4.2 Basic Configuration

4.2.1 How to configure LAN Port on EW Mesh Wi-Fi?

You can click [More]-->[Basics]--[LAN]
Note: Devices connected to the LAN interface will obtain the IP address what LAN Settings

configured
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LAN Settings DHCP Clients Static IP Addresses DNS Proxy

LAN Settings

o The LAN port is configured with An address conflict occurs.. The IP add
192.168.110.1 to 192.168.111.1 to ensure network connection.

1P 192.168.111.1

* Subnet Mask 255.255.255.0

Remark

*MAC 00:d0:f8:15:08:49

4.2.2 How to configure DHCP Clients on EW Mesh Wi-Fi?

You can click [More]-->[Basics]--[LAN]
You can configure the DHCP Client in the following ways

Convert to Static IP: You can change the IP address obtaining mode of the device to static or
change the way to obtain the IP address into static in batches.

@ Basics
LAN Settings  DHCP Gl Static IP Addvesses  DHCP Option DS Proy
WaN E—
) view 0 cions ®
TV | DHCP Clients he
Pv6 Address N Hostname > A Remaining Lease Time{min| Stan
* WLAN 1
@ Work Mode
2 Conwvert to Stal
Securit
3
) Advanced
4
@ Diagnostics
3 Sysom &

Batch Convert: You can also change the IP address obtaining mode of connected users to static in
batches

LAN Settings DH Static IP Addresses OHCP Option DNS Proxy
waN E—

@ vow 0 ctens

o | . o
Status
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Note: EW device is not supported enabling the DHCP Server on the mode of Access Point and
Wireless Repeater

4.2.3 How to bind DHCP users to static addresses on EW Mesh Wi-Fi?

Mobile phone view: Choose More > Switch to PC view > More > LAN > Static IP Addresses.
PC view: Choose More > LAN > Static IP Addresses. Click Add.

In the displayed static IP address dialog box, enter the MAC address and IP address of the target client, and
click OK. After a static IP address is bound, the client obtains the IP address each time when it connects to the

.
Ruijie | ARcyce s es English- 32 & @
Internet i-Fi More

DNS Proxy

router

@ Basics

LAN Settings DHCP Clients Static IP Addresses

() Static IP Address List

IPTV Static IP Address List
Repeater/WISP
pe! Al Upto 300 entries can be added.
FWLAN
No. P MAC Action
O Securit
© Security No Data
2 Advanced
n 10/page Total 0

@ Diagnostics
E System
-
r

«Collapse

Please note that only 300 IP addresses can be bind to static here

P 192.168.1

* MAC 30m i

Cancel oK

If user has DHCP address on EW, you can click "IP", then it will be shown below, then you can choose directly.
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DHCP Clients

4.2.4 Does EW Mesh Wi-Fi support IPTV function?

Yes, it supports.
https://www.ruijienetworks.com/products/REYEE-MeshWi-Fi/RG-EW1200-Series/ew300pro

Overview Comparison FAQ Documents Order Information

L:omparlson
|.| ) . M
RG-EW300 Pro RG-EW1200 RG-EW1200G Pro RG-EW1800GX PRO RG-EW3200GX PRO
PV o o o o o
Parental Control ] (V] V] ] [v]
APP Management Q Q Q o Q
Firewall (V] (V] (] (] (]

4.2.5 How to configure IPTV on EW Mesh Wi-Fi?

Mobile phone view: Choose More > Switch to PC view > More > Basics > IPTV/VLAN
PC view: Choose More > Basics > IPTV/VLAN

Select the local ISP mode, click the drop-down list of the target port, and select IPTV from the drop-

down list
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IPTV/VLAN

*Mode || Singapore-Singtel

* LANT Singapore-Singtel
Malaysia-Unifi

* LANZ Malaysia-Maxis-1
Maylaysia-Maxis-2

*LAN3
Vietnam-Viettel

, Australia-NEN
*|PTV VLAN 1D

Custom

Internet VLAN (WAN) @D 802.1Q Tag

* Internet VLAN D 10

Then enter the VLAN ID provided by the ISP. If a VLAN ID needs to be set for the Internet access
service, enable the Internet VLAN function and enter a VLAN ID. The VLAN tag function is disabled

by default. You are advised to disable the function unless in special cases.

Clients Internet | More

@ Basics
IPTV/VLAN IPTV/IGMP
WAN
@) 1PTV/VLAN settings.
LAN
TV | IPTV/VLAN
1PV Address ‘ *Mode  Singapore-Singtel |
F WLAN *LANT
@ Work Mode | P — }
© Security
LAN3  Intemet
=RV
‘ *IPTVVLANID 20 |
% Advanced
Internet VLAN (WAN]| 802.1Q Ta
@ Diagnostics e wan @D g
* System * Internet VLAN ID 10 J

-

A

«Collapse

After the configuration, confirm that the IPTV STB is connected to the specified port properly. In the
above figure, the IPTV STB is connected to LAN2.

A Note

Enabling this function will disconnect some devices from the network. Therefore, exercise caution when
performing this operation.
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4.2.6 How to enable IPv6 address function on EW Mesh Wi-Fi?

Internet Connection Type:

If you select DHCP, and the device will get an IPv6 address from the upstream device.
If you select Static IP, please configure the IPv6 address, gateway address and DNS server address
manually.

If you select NULL, the IPv6 address function will be disabled on the WAN port

o 1Pv6 Address

WAN 1. When IPv6 is enabled,

IPTV

'WAN Settings LAN Settings DHCPv6 Clients

— /

* Internet Static IP

@ Work Mode

* IPv Address/Prefix | DHCP

& Security Lengtn | StaticIP

Null

= Advanced

* Gateway
@ Diagnostics

* DNS Server
& System

NAT66
]

1

«Collapse

Click LAN Setting:

IPv6 Assignment: Choose Auto to use both DHCPv6 mode and SLAAC mode to allocate address.
Choose Null to assign no address. You are advised to choose Auto.

IPv6 Address
1. When IPv6 is enabled, The MTU of IP\V4 WAN port need higher than 1280.

Enable @D

WAN Settings LAN Settings DHCPvé Clients

Auto .‘-’"" @

IPv6 Address/Prefix | Auto

IPv6 Assignment

Length | DHCPv
SLAAC

Null

Save

IPv6 Address/Prefix Length: If the router fails to obtain an IPv6 prefix, you can configure one

manually. Set the subnet prefix length to a value smaller than or equal to 64.
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Fnable @)
WAN Settngs LAN Settings DHCPv6 Cllents
|Pvb Assignment | Auto @
IPv6 Address/Prefix
Length

Click Advanced Settings to perform the advanced settings. See the following figure for the

recommended configuration.

e IPv6 Address
1. When IPv6 is enabled,

Enable @D

WAN Settings LAN Settings DHCPvs Clients

IPv6 Assignment Auto @

IPvE Address/Prefix

Length
Subnet Prefix Name Default @
Subnet Prefix Length 64 @
SubnetID 0 @
* Lease Time(Min) | 30 @

Click DHCPv6 Clients to view the list of clients that have obtained IPv6 addresses from the router.

WAN Settings LAN Settings DHCPv6 Clients

you can check DHCPv6 Clients here
DHCPv6 Clients

o You can view the DHCPY6 clients information on this page
| DHCPv6 Clients

No. Hostname IPv6 Address Remaining Lease Time(min) DuUID

No Data

n 10/page Total 0

4.2.7 What is the difference between the four modes on EW Mesh Wi-Fi?

1. EW in Router Mode works as the primary router and allocates IP address to users to access the
Internet.

2. EW in Access Point Mode works as the secondary router which is wired connected to the
primary router to expand the network of the primary router. The device and the user are on the same

network which both get IP from the primary router.
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3. EW in Wireless Repeater Mode works as the secondary router, but it is wireless connected to the
primary router to expand the network of the primary router, and the device and user are on the same
network which both get IP from the primary router, which is same as Access Point Mode.

4. EW in WISP Mode is also wireless connected to the primary, but the router and the user will get
different IP addresses, the router WAN IP address comes from the primary router, and the user IP
address is obtained from the secondary router.

4.2.8 How to change the work mode of the EW Mesh Wi-Fi?
On the eweb page
Mobile Phone View:

Choose More > Switch to PC view > More > Work mode

10:05 =
11:04 W FTE «Ruijie Reyee ol = @

~ o,
<D © b @ T M English
Hom Clien Inter Wi- More

More Settings

@ Network Check ‘ The device is working in Router mode.
leck the current netwo T
| ©FRouter | Access Point
-

@ Country(Region)/Channel Width ss Repeater
@ Channel Transmit Power @

mirylRegion), Transmi t &
m XPress @

Healthy Mode - =
T Ao -

System -

@ Language
\guage

Switch to PC view

0 ® = Ai
Home Internet Wi-Fi »

PC view:

choose More > Work mode

The device is working in Router mode.

© Basics

T WLAN
l O Router Access Point Wireless Repeater

@ secury

% Advanced
@ Disgnostics

* system
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4.2.9 How to modify radio settings on EW Mesh Wi-Fi?

On the eweb page
Mobile Phone View:

1) Choose More > Switch to PC view > More > WLAN > Radio Frequency
11:04 ull 7T 11:13 al T

More Settings

/P
)

LAN
& = >
@ Network Check S T
heck the current network status smarthy 1 clients will be
S Wi-Fi
ul
[L.T_J] Country(Region)/Channel Width ), Blacklist/Whitelist
Channel Transmit Power O I e I
@ ountry|Region)/ Transmit Power/Roaming Sensitivity > % _ I
United States (US)
XPress
X > @
(Press helps you o get a faster network speed
2.4G Channel Width
@ Healthy Mode B e Auto
ED/H Moda ——
2.4G Channel
o System —
=  Reboot/Restore == Auto
@ Language y Transmit Power
3y anguage
O
Switch to PC view 3 o ¥ Hedam  Hgo "
— sndscape Mode Recommended 5G Channel Width '!
. T A
O @ = L] Auto
Home Internet Wi-Fi More »
—

2) Then you can see the radio settings page and set the parameters as what you want.

PC View:
1) Choose More > WLAN > Radio Frequency
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=
’?uy—’é S = @ 3
Clients Internet Wi-Fi

@ Tic: Changing configuration reuires a reboot and clients will be reconnected

@ Basies

| Radio Frequency

Country/Region | United States (US)

2.4G Channel Width | Auto

5G Channel Width  Auto

8 Work Mode

@ secuiity 56 Channel  Auto

Advanced

Transmit Poweer ()
@ Diagnostics

E gystem

2) Then you can see the radio settings page and set the parameters as what you want.

4.2.10 How to set 2.4G and 5G different Wi-Fi passwords for the same SSID in EW
Mesh Wi-Fi?

EW device can set different SSIDs for 5G and 2.4G by disabling "Dual-Band Single SSID', but can't
set different Wi-Fi passwords for 5G and 2.4 G due to the product limitation.

=) o :
Ruijie | iRcyce 0] i ® 3 o Engish- 28 & @
Home Clients Internet Wi-Fi More

B Basics
GuestWi-Fi  SmartWi-Fi  Heaithy Mode
T WLAN
@ Tip: Changing configuration requires a reboot and clients will be reconnected.
Blackiist/Whitelist I Wi-Fi Settings
Radio Frequency Dual-Band Single
SSID
[ Work Mode
© ety *SSID2A4G) | EW1200 Auto
3 VPN *SSID(5G)  EW1200_ Auto 5G
) Advanced Security  WPA WPA2-PSK
@ Diagnostics
* WI-Fl Password  sessssenes et
= System
Wireless Schedule Al Time
Hide SSID
Client Isolation
Band Steering
"’
XPress he client will experlence faster spee &
ACotsnen e

4.2.11 How to delete 2.4G or 5G SSID from EW Mesh Wi-Fi?

On EW1200G-PRO eweb, it can only support whether to separate the 2.4G and 5G SSIDs
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Ruijie | fReyce 0] Co =

Clients Internet i-Fi More
@ Basics v
Wi-Fi Settings Guest Wi-Fi Smart Wi-Fi Healthy Mode
= WLAN ~
o Tip: Changing configuration requires a reboot and clients will be reconnected.

Wi-Fi

Blacklist/Whitelist | Wi-Fi Settings

Radio Frequency Dual-Band Single (The 2.4G and 5G bands use the same SSID.)

SSID
[0 Work Mode
disable
o

© Security . SSID(2.4G) | EW1200_Auto
£ vpN - *S55ID(5G) EW1200_Auto_5G
£ Advanced -

Security  WPA_WPA2-PSK

(@, Diagnostics ~
* Wi-Fi Password L St

= System >

& =

Internet i-Fi More
& Basics ~
Wi-Fi Settings Guest Wi-Fi Smart Wi-Fi Healthy Mode
= WLAN ~
o Tip: Changing configuration requires a reboot and clients will be reconnected.

Wi-Fi

Blacklist/Whitelist | Wi-Fi Settings

Radio Frequency Dual-Band Single @] (The 2.4G and 5G bands use the same SSID))

SSID
] Work Mode enable
© Security . *SSID EW1200_Auto
&1 VPN ~ Security = WPA WPA2-PSK
& Advanced - *Wi-Fi Password sessesaas St
@ Diagnostics ~
Expand

“& System ~

If you want to configure only 2.4G or only 5G, you need configure on Cloud:

EW1200_Auto search Network Q0 (GMT+8:00)PRC [ Manage Project H Take Over Network ][ Unbind Device

| wireless Configuration ~
SSIDQ
WLAN ID $SID Encryption Mode Hidden Forward Mode Radio Auth Mode Action
1 EW1200_Auto WpaWpa2-pek No Bridge 1 Auth Disabled =
2 EW1200_Auto_5G wpalwpa2-psk No Bridge 2 Auth Disabled =
First Previous Page | 1 |oft Next Last 2intotal

After deleting 5G SSID:
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o
— e
Ruijie | Reyec @ ® 5 ==
Clients Internet H More
® Basics v
Wi-fiSettings  GuestWi-Fi  SmartWi-Fi  Healthy Made
= WLAN ~ E—
@ Tie: Changing configuration requires a reboot and clients wil be reconnected.
WiFi
Blacklist/Whitelist | Wi-Fi Settings
Radio Frequency Dual-Band Single (The 2.4G and 5G bands use the same SSID)
ssiD
[@ Work Mode
© security y SSID(24G) | EW1200_Auto
SRV v *SSID(5G)
& Advanced -

Security | WPA_WPA2-PSK

@ Diagnostics N

* Wi-Fi Password | esseeceees B
% System ~
Expand
«Collapse

4.2.12 How to set hidden SSID in EW Mesh Wi-Fi?

Device Management and Configuration

Hiding the SSID can prevent unauthorized users from accessing the Wi-Fi network and enhance

network security. After this function is enabled, a mobile phone or PC cannot search out the SSID.

Instead, you have to manually enter the correct SSID and password.

Configuration Steps:
Choose More> Wireless> Wi-Fi > Wi-Fi Settings > Expand.

Enable Hide SSID and click Save.

=
Ruifie | EReyce )
Clients
@ Basics
Wi-Fi Settings Guest Wi-Fi Smart Wi-Fi Wode
= WLAN
i R Guration recuires a reboot and chents wil be reconnected.
Wik
Blackiist/Whhelist Wi-Fi Settings
Radio Frequency Dual-Band Single (The 246 and 5G bands use the same SSID)
ssID
[ Work Mode:
@ Security *SSIDIZAG) | EWI200 Auto
VPN *SSID(SG) | EWIZ200 Auto 5G
5 Advanced Securlty | WPA WPAZ-PSK
@ Diagnostics
[ T e
= System
edule Al Time:
Hide SSID @) (The SSID is hidden and must be manualy entered)
Client Isolation
Band Steering e client will access 5G radio preferentiaily)
XPress (The client will experience faster speed
ECHOD ——

tgish- 22 & @

Click RITA for help.

4.2.13 How to adjust the channel and power for EW Mesh Wi-Fi?

If the Reyee EW series router is online on Ruijie Cloud, you can adjust the channel and power on Ruijie

Cloud directly:
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Configuration > Devices> Radio Planning, click Edit. And adjust the channel and power according to your
needs, click Apply.

Ruifie £ Project
- M—
| Radio settings
@ Workspace
Al Networking | Manual Pianning
" PN Lot | @ Bulk set power for device groups % Import Data % Export Data

& Smart Config

@ Al Diagnostics

SN MAC Alias Action
Configuration Channel Power Channel Power 3

@ Network-Wide = el " — "F ] auto() auto 149 auto
= Devi "
1 General Gateway Switch Wireless auto(11) auto 157 auto Edit

@ Auth & Accounts )
Intranet Access Interface Interface ssSID P ETD ErD 2 ao E

Monitoring ACL Routing VLAN Radio

& Network-Wide 1P-MAC Binding NAT Routing

3in total E] 10/ page

Edit Device Radio X

SN: G1PHAS302267B
Country or Region: China(CN)

240G

| Channell Auto | F‘awer:” 1 %

Enter a number in the
range from 1 to 100.

Default Configu...

Auto

1 5G
2

Channel 3 Power:  auto %

Cancel

If Reyee EW router is not online on Ruijie Cloud, you can enter the eweb of Reyee EW, and adjust the
channel and power:
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= S
Ruijie | fReyec ® ® g s
Clients Internet Wi-Fi More

© Basics
@ Tiv: Changing configuration requires a reboot and dlients wil be reconnected.
% Wireless ~
| Radio Frequency
Wi-Fi

Blacklist/Whitelist Country/Region | gl ey

Radio Frequency 2.4G Channel Width | Auto 5G Channel Width  Auto

£ Repeaters
The settings are valid for only current device
©) Security
|Z.4GChanne\” Auto 56 Channel | Auto
5 Advanced
o Transmit Power ()
an i Auto  Lower Low Medium High Auto  Lower Low Medium High
iagnostics
Roaming Sensitivity (O Roaming Sensitivity O
low 20% 40% 60% 80% High Low 20% 40% 60% 80% High
“E System @

| macm

4.2.14 How to enable 5G priority on EW Mesh Wi-Fi?

To ease the crowding of 2.4G band and the waste of5G band caused by wireless terminals using

2.4G band only, you can choose enable 5G priority.

You need to enable Dual-Band Single SSID on EW first.
Path: More -> Wlan -> Wi-Fi -> Dual-Band Single SSID
After enabling it, 2.4G and 5G SSID will merge into one

= e
Clients Internet Wi-| More

@ Basics v
Wi-Fi Settings Guest Wi-Fi Smnart Wi-Fi Healthy Mode:
= WLAN -
0 Tip: Changing configuration requires a reboot and clients will be reconnected.
Wi-Fi
Blacklist/Whitelist | Wi-Fi Settings
Radio Frequency Dual-Band Single @) (The 2.4G and 56 bands use the same SSID)

SSID

Work Mode

*SSID EW1200_Auto

© Security N
1 VPN - Security = WPA_WPA2-PSK
& Advanced N * Wi-Fi Password |~ sesssssses et
@ Diagnostics v
Expand

= System v

«Collapse

Then enable 5G priority on cloud SSID setting
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EW_Project

o
Frequency Band Encryption Mathod Hidden Auth Pratacol Oparation

1. choose the project you _rg{eed,t(o configure

WPA-PSK No Auth Disabled Edit Delete

1 in total 1 10/ page

& EW1200GPr0
& Reyee_AP_in_router-mode
& EGI0SGH-P-E
& EGI0SGWX

> b Test0526
& EGT05GWT
& POC_DemoPra
& EGI250
< wanfu1SFRuijie
& NERG21S E
& EG2100.P

A Chents

=]
&
=]

B logs

- Delivery Center

Ruijie | Rcy: General Gateway Switeh Wireless

act Routing VIAN Radio then click SSID on here
@ Workspace

1P-MAC Binding NAT Routing Radio Planning PtonMathod Hidden, Auth Protocol Operation
Al Networking Project Password VPN Loop Prevention Rate Limat WRA-PSK No Acth Disabled £t Delote

ofig Por CP Sncopis P M
& smart Config CU Config Task ortal Auth DHCP Snooping AP Mesh =
tintowl (3 /

Batch CUI Config Dynamic DNS. Voice VIAN Load Balancing e J L0000

@ A Diagnostics
wrv Interface Rate Limit Wireless Block/Allow
Configuration Session Limit Hot Standby AP VLAN
@ Network Wide PPPOE Server 1P Source Guard
Interface Protection
@ Auth & Accounts " .
click Devices
Monitoring
& Network-Wide
@ Devices o
&
& Chents =
B togs
2 Delivery Center
Template X

*SSID:  EW3200

* Frequency Band:

Encryption Option: Do Not Encrypt (8 Encrypt

* Encryption Method:  WPA-PSK

* Password:

/, Advanced *

click advanced to find more settings
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Template X

Advanced a

Wireless mode: Compatibility mode
® Forward Mode: Bridge

VLAN: User and AP in the sa...

Hidden:

: find 5G-Prior then enable it

S5G-Prior Access: O /

@ Single-Client Speed Limit:

@ Rate Limit for SSID Users:

me D

(@ Portal Authention:  Go to the "Hotspot Policy” page dOI"It forget save

Cancel

ssID @

fethod Hidden Auth Protocel Operation

/ WPA-PSK No Auth Dissbled &
intotal < 1]

you will get the notice after configure

ssID Frequency Ba

1

4.2.15 How to enable XPress on EW Mesh Wi-Fi?

Mobile phone view: Choose More > XPress.
PC view: Choose More >Wireless > Wi-Fi > Wi-Fi Setting > Expand > XPress.

Enable XPress and click Save to save the configuration. After XPress is enabled, you will have a more stable

gaming experience.
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& More Settings

Network Schedule

figure Internet ac 1i

@ Wizard
Internet/Wi-F an QR Code

;Repea(er Mode

Router/Wired Repeater/Wireless Repeater

Network Checl

Check the current network status smartly

S Roaming Optimization
=) Roaming Sensitivity Level

@ Country(Region)/Channel Width

@ Channel Transmit Power
untry(Region)/Transmit Power/Roal ]

XPi

[~~\ Healthy Mode

Ruijie | iRcyce

@ Basics

T WLAN

Blacklist/Whitelist

Radio Frequency

1 Work Mode

© Security

3 VPN

2 Advanced

@ Diagnostics

* System

£ Collapse

SSID{2.4G]

SSID{SG

Security

Wi-Fi Pass:

word

Wireless Schedufe  All Time

Band Steering

“—
)

>

<_

Device Management and Configuration

XPress o

o XPress helps you to get a faster network
speed.

I XPress

XPress

«@©

4.2.16 How to configure ARP binding on EW Mesh Wi-Fi?

Mobile phone view: Choose More > Switch to PC view > More > Security> ARP List

PC view: Choose More > Security> ARP List

ARP binding means binding of IP addresses and MAC addresses on the LAN.
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Ruifie | BReyce 10} Lo

Clients Internet

Device Management and Configuration

English ~ %

@ Basics

F WLAN

[@ Work Mode

ARP List 2

© Security ~

& VPN N
=1 Advanced
@ Diagnostics

“E System -

«Collapse

o The device learns IP-MAC mapping of all devices connected to its interfaces. You can bind or filter the MAC address.

| ARP List

Upto 64 IP-MAC bindings can be added,

No. MAC 1]
1 W = =
Total 1 10/page u Gatopage 1

4.3 Commonly Used Function

Q + Add & Bind Selected [ Delete Selected m

Type Action

Dynamic

4.3.1 How to configure PPTP VPN on the EW Mesh Wi-Fi?

a) Enter the PPTP VPN configuration screen, and turn on PPTP VPN Client function.
Lo e

Ruijie | hReyce

@ Basics

T WLAN

£ Repeaters

©security

VPN &

PPTP

1 Advanced

@ Diagnostics

“E System

Clients Internet

PPTP Settings Tunnel List

©) PrP settings

cien [ ]

o=
pr-hd english~ B2 € @
More

b) Fill in the Username, Password, Server Address and Peer Subnet, click Save.

Ruifie | fReyce Lo

@ Basics

FWLAN

£ Repeaters

© Security

2veN 2

PPTP

1 Advanced

@ Diagnostics \d

= System

«Collapse

Clients. Internet

Client @D

*Username  test

*Password  sses o
Interface  WAN
Tunnel IP @ Dynamic Static

* Server Address  172.26.6.162
* Peer Subnet 192.168.10.0/24
Work Mode @ MNAT Router

“PPP Hello Interval 10 seconds

71
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c) Check the connection status in the Tunnel List screen.

e Co @ = H e
Ruijie | iReyee ‘et Engish« B2 & @
Clients Internet A More
@ Basics
PPTP Settings Tunnel List
“WLAN
o Tunnel List @
4 Repeaters
[ Delete Selected
@ security - Username Server/Client Tunnel Name Virtual Local IP Access Server IP Peer Virtual IP DNS Action
BvPN - test Client pptp 10.200.1.2 172.26.6.162 10.200.1.1 BBBS
PPTP
F1Advanced -
(@ Diagnostics
¥ System

d) Test access to headquarters

-o-
Ruijie | FReyee Gh © oz engish - E§ & @
Clients Internet i-Fi More

& Basics
@) Network Tools @
Toal @ Ping Traceroute DNS Lookup
L Repeaters
* IP Address/Domain  192.168.10.44
© Security
*Ping Count 4
SvPN
* Packet Size 64 Bytes
E1Advanced

@ Diagnostics -

PING 192.168.10.44 (192.168.10.44): 64 data bytes

92 bytes from 192.168.10.44: seq=0 ttl=63 time=4.060 ms
92 bytes from 192.168.10.44: seq=1 tt1=63 time=230.459 ms
92 bytes from 192.168.10.44: seq=2 ttl=63 time=3.220 ms
92 bytes from 192.168.10.44: seq=3 ttl=63 time=3.280 ms

Network Check
Alarms

Network Toals

192.168.10.44 ping statistics
Packet Capture 4 packets transmitted, 4 packets received, 0% packet loss
round-trip min/avg/max = 3.220/60.254/230.459 ms
ESystem

4.3.2 How to limit user speed on EW Mesh Wi-Fi?

a) Login to the eweb of EW device.

Click ‘Flow control’ in the advanced menu. Here are two ways to set speed limit for users. The first
one was ‘Smart Flow Control’, which means adjust the bandwidth allocated to each user according to

the user count. The second ‘Custom Policy’ means can customize the speed for special users range.
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Ch

Device Management and Configuration

English +

Endpoints Internet

@ Basics

TWLAN
Smart Flow Control

©) Security
S VPN

3 Advanced
[iovcoms] 2
Port Mapping
Dynamic DNS
UPnP Settings
Local DNS

Reyee Mesh

#Callanca

o Adjust the bandwidth allocated to each user according to the user count.

WAN Bandwidth ‘*Up 100 Mbps *Down 100 Mbps

b) Click ‘Add’ to add a new policy for speed limitation

Enable @D If you want to test the WAN rate, please disable smart flow control first

Input the policy name and IP range to be limited. Then chose the bandwidth type, if Shared, it means

all users in this IP range will share the bandwidth, if Independent, it means each user in that range

have independent bandwidth.

* Policy Name
* IP/IP Range
Bandwidth Type
Uplink Rate

Downlink Rate

PolicyName

192.168.110.10-192.168.110.20

Shared

Shared

Independent

CR

status @D
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Then input the uplink and downlink rate, CIR means the Committed information Rate and PIR means

the Peak Information Rate. In the end, click ‘OK’ button to save the policy.

* Policy Name  PolicyName

* IP/IP Range 192.168.110.10-192.168.110.20

Bandwidth Type Shared

Uplink Rate  * CIR 10000 *PIR 20000 Kbps

Downlink Rate  * CIR 10000 *PIR | 20000 Kbps

status @D

iz

4.3.3 How to configure UPNP on EW Mesh Wi-Fi?

The Universal Plug and Play (UPnP) function can map the port used by a client for Internet access
according to the client's request so that related applications run more fast or stably. Common
applications that support UPnP include MSN Messenger, Xunlei, BT, and PPLive.

Configuration Steps:

Mobile phone view: Choose More > Switch to PC view > More > Advanced > UPnP Settings.

PC view: Choose More > Advanced > UPnP Settings.

Click Enable, and then click OK. You are advised to disable the function. Any applications that use
UPNP to map ports will be listed below

Ruijie | RReyee 10} Lo : i engish- 38 € @
Home Clients
5 Work Mode
o UPHP Settings
Security UPNP (Universal Plug and Play) is a new Intemnet protocol aimed al improving communication between devices. @

2 VPN I tnable @D « |
[eo—"] ﬂ

Flow Control

| uPnp List

Port Mapping
Protocol App Client IP Address Internal Port External Port
Dynamic DNS

Local DNS
Reyee Mesh
Hardware Acceleration

Port Settings a

¢ Collapse
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4.3.4 How to check the network on the device?

Mobile phone view: Choose More > Network Check.
PC view: Choose More > Diagnostics > Network Check. Click Start and then click OK.

The device will check the network for problems, including interfaces, routing, flow control, and Ruijie
Cloud platform, and provide solutions and suggestions for risk items.
Note: It is recommended to start with this step first. This can be a preliminary examination of where

in the network the problem occurred.

Ruijie | fReyce 10; i) 2

Clients Internet i-Fi More

@ Basics
©) network Check
T WLAN

© Security

& VPN

5 Advanced

@ Diagnostics
Network ‘uu k
Alerts
Network Tools
Packet Capture

=+ System

Are you sure you want 10 start network check?

o -
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Network Check

Network Check @

4.3.5 How to check the alerts on the device?

You can Click [More]-->[Diagnostics]-->[Alerts]
Note: If there is an IP address conflict on the network or something similar issue, it will show up in
the Alert List.

(i ] i
=

=
4.3.6 How to use network tools to check network connectivity?

Mobile phone view: Choose More > System > Network Tools.

PC view: Choose More > Diagnostics > Network Tools
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When you select the ping tool, you can enter the IP address or URL and click Start to test the
connectivity between the router and the IP address or URL. The message "Ping failed" indicates that
the IP address or URL cannot be pinged from the router.

The traceroute tool displays the network path to a specific IP address or URL.

The DNS lookup tool displays the DNS server address used to resolve a URL.

& Basics
o Network Tools
% WLAN

Tool
Work Mode

* IP Address/Domain 8.8.88

© Security
VPN *Ping Count = 4
& Advanced *PacketSize = 64 Bytes
@ Diagnostics
Network Check

PING 8.8.8.8 (8.8.8.8): 64 data bytes

Alerts 72 bytes from 8.8.8.8: seq=0 ttI=111 time=34.900 ms
72 bytes from 8.8.8.8: seq=1 ttI=111 time=34.380 ms
72 bytes from 8.8.8.8: seq=2 ttl=111 time=34.840 ms

Network Tools

Packet Capture

T OVWWLAN N
Tool @ Ping Traceroute DNS Lookup
[@ work Mode
© Security *|P Address/Domain | devicereg.ruijienetworks.com
&3 VPN v *Ping Count 4
B Advanced * Packet Size = 64 Bytes
@ Diagnostics ~
Network Check

PING devicereg.ruijienetworks.com (47.104.29.164): 64 data
Alerts bytes
72 bytes from 47.104.29.164: seq=0 ttI=86 time=40.640 ms
72 bytes from 47,104.29.164: seq=1 ttI=86 time=33.080 ms
72 bytes from 47.104.29.164: seq=2 tt1=86 time=242.520 ms
72 bytes from 47.104.29.164: seq=3 tt|=86 time=33.020 ms

Network Tools

Packet Capture
--- devicereg.ruijienetworks.com ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss

= System v
round-trip min/avg/max = 33.020/87.315/242.520 ms
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4.3.7 How to do packet capture on the EW Mesh Wi-Fi which support this function?

Mobile Phone View: Choose More Settings > Switch to PC view > More > Diagnostics > Packet

Capture.

11:04 W TE 15:24 wil 56 @3 =

4 Ruijie Reyee

WO D e = E

Hom Clien Inter Wi-

More Settings

LAN

&
Network Check o Packet Capture @

@
o
@
P
®

Interface

Country(Region)/Channel Width ALL

Channel Transmit Power
Protocol

ALL

XPress
Network Check

Healthy Mode - -

=~ Alerts
Network Tools 78.35 M
System - o
o -
@ Language Packet Count Limit
500
Switch to PC view
“ *
0 e v 3 T

Home Internet Wi-Fi More »

PC View: Choose More > Diagnostics> Packet Capture.

e 0 2 8 T
m‘i'—e .RCW_C Home Chients Internet W‘:fl - — . e ®
@

0 Packnt Capure

Configure the interface, protocol, and IP address whose packets need to be captured, file size limit,
and packet count limit to limit the volume of packets captured. Click Start. Packet capture can be
stopped at any time and a link to the generated file is generated. You can use Wireshark and other
analysis software to open and view the file.

A Note:

Packet capture may occupy many system resources and cause network stalling. Exercise caution when

performing this operation.
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4.4 Typical Scenario Configuration

4.4.1 How to configure parent control on EW Mesh Wi-Fi?

Mobile phone view: Choose More > Parental Control.

Select a client and click Schedule, click Add, and set the restriction time. The client cannot access the network

from the start time to the end time.
PC view: Choose Clients > Add Blocked Time.

In the PC view, you can select Weekdays or Weekends to prevent a client from accessing the Internet all day

long, or set Blocked Time to Custom and set a restriction period

& Parental Control o

@
*

[Scheduie]

& Parental Control R

o Set a schedule to restrict the network surfing
time for children, preventing Internet addiction.

Scheduled Blocked Time

Add

< Schedule Block Time T

Set a schedule to prevent clients to access
the Internet during the specified time.

Schedule Select >
Start Time 19:23 >
End Time >

4.4.2 How to set up the wireless mesh on EW Mesh Wi-Fi?

Topology:
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E

Master

5
Wired Jg€sh Wirel8ss mesh
©
o
@
N

Repeaterl: 192.168.110.0/24 Repeater2: -192.168.110-0/24
H

k3
=

- Default SSID @Ruijie-x0000

&>

Clients

Repeater3: 192.168.110.0/24

a) Master must meet two conditions:

1) Finish the quick setup

2) The WAN port is connected and the interface indicator is on.

b) Slave must meet two conditions:

1) Slave is the factory state;

2) Slave is within 3 meters from the master and is unobstructed (ensure the signal strength is above -35)
c) Both the master and slave are powered on

Press the reset button of the master, and the indicator light will flash quickly. After 1-3S, the slave indicator
will start to flash quickly. After the indicator lights of the slave and slave are always on again, the wireless
mesh is successful.

Verification

Then take the slave to the place where you need to use it and wait for the indicator light to stay on.
4.4.3 How to configure wired repeater?

Step 1: Connect your PC to the EW1200G Pro LAN port, and then login it with the default LAN IP
192.168.110.1
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Ruijie | iReyee 10} ® ‘ Engish - G &
Home Clients Internet
® ®
Internet EW1200G-PRO Clients
| Device Details
Model: EW1200G-PRO Hostname: Ruijie & SN:
MAC: ChMuioes e Duration: 6 minutes 41 seconds Systime: 2021-08-26 16:03:18
Hardware Ver: 1,00 Software Ver: ReyeeOS 1.55.1915
Wi-Fi
= Primary Wi-Fi: @Ruijie-s49FD =  Guest Wi-Fi
< Security: Yes * Security: No
| Interface Details
&0

Step 2: Click More -> Repeater/WISP, choose Access Point mode, and then click Check.

— : <)
Ruifie | AReyce D ® Engish~ &% &
Clients Internet - More
B Basics >
The device is working in Router mode.
WAN Router Wireless Repeater WISP
LAN " q N
i) This mode allows you to establish a wired connection between a primary router and a secondary router, extending network coverage.
Cable Connection: Please connect the WAN port of the local router to the LAN port of the primary router.
IPTV
1Pv6 Address | Wired Repeater
WLAN
LA Repeaters
) Security
EvPN
=1Advanced
(@ Diagnostics A
«Collapse

Step 3: Configure the Local Router Wi-Fi and Save

Ruijie | iReyee =l @ English- B8 & @
Clients Internet
& Basics -
The device is working in Router mode.
WAN Router © Access Point Wireless Repeater WISP
o This mode allows you to establish a wired connection between a primary router and a secondary router, extending network coverage.

v Cable Connection: Please connect the WAN port of the local router to the LAN port of the primary router.

1Pv6 Address | Wired Repeater

Repeater/WISP Status Cable Plugged
=WLAN IP Address: 172.26.5.104
L Repeaters * Local Router SSID  @Ruijie-m49fd
© Security Password  sssssssssss
VPN
3 Advanced
(@ Diagnostics A

& Collapse

Finish
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— 8 G . )
Ruijie | iReyce B English- 22 & @
Clients
@ Basics
The device is working in Access Point mode.
Repeater/WisP Router © Access Point Wireless Repeater wisp
TWLAN This mode allows you to establish a wired connection between a primary router and a secondary router, extending network coverage.
Cable Connection: Please connect the WAN port of the local router to the LAN port of the primary router.
£ Advanced
| Wired Repeater
@ Diagnostics
Status Enabled
= System
1P 172265.104
Subnet Mask 255.255.252.0
DNS Server 192.168.58.94
192.168.58.110
Click RITA for help. a
Aik
«Collapse

Ruijie | BEReyee Lo &= English - £
Clients i

Internet EW12006.FPRO ' Clients
‘ Device Details
Model: EW1200G-PRO Hostname: paster & SN: —an

MAC: CO:B&:E6:21:49:FD Uptime: 22 days 21 hours 8 minutes 26 seconds Systime:  2022-04-, 115
Hardware Ver: 1.00 Software Ver: ReyeeOS 1.78.1517
Wi-Fi
= Primary Wi-Fi: @Ruijie-m49fd =~ Guest Wi-Fi:
0 Security: Yes v Security: No
Ethernet status

| Connected | il Disconnected

4.4.4 Whether EW Mesh Wi-Fi has bandwidth control feature?

Yes, EW series products support the bandwidth feature.
Please perform the following steps:
Click ‘Flow Control’ in the 'Advanced' menu. Here are two ways to set speed limit for users. The first one

was ‘Smart Flow Control’, which means adjust the WAN bandwidth limitation for whole network.

~— g ~oxt
Reyee © GO s = - English &
Home Clients Internet Wi-Fi More

Smart Flow Control

T WLAN

Work Mode
Smart Flow Control

o Intelligently adjust the network speed to ensure that each user shares the network fairly.
&5 Repeaters

© Security Enable @D If you want to test the WAN rate, please disable smart flow control first

£ VPN WAN Bandwidth *Up 1000 Mbps *Down 1000  Mbps

% Advanced - .

Flow Control

Port Mapping

Dvnamic DNS
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The second ‘Custom Policy’ means can customize the speed for special users range.

* Policy Name  Flow_Control_Group
*IP/IPRange  192.168.110.2-192.168.110.254
Bandwidth Type  Shared
Uplink Rate  *CIR 1000 *PIR 1000

Downlink Rate  * CIR 1000 *PIR 1000

status @D

Co @ 5 = English -

Clients Internet

F WLAN
Smart Flow Control ~ Custom Policy
Work Mode
o Custom Policy
Allocate bandwidth to the specified IP address or range.The priority is sorted as follows: Custom Policy > Smart Flow Control, @
&4 Repeaters
@ Security | Policy List + Add ] Delete Selected
=R Upto 30 entries can be added. 1 entries are already added.
5] Advanced Bandwidth i Effectiv
Policy Name 1P /IP Range Uplink Rate Downlink Rate Interface Status Action
Type e State
Flow Control
Port Flow Control G 192.168.110.2- Shared CIR 1000Kbps CIR 1000Kbps WAN Enabik . Edit
Control_Gr . nable Active
lapping ow_Lonirol_Group 192.168.110.254 o PIR 1000Kbps PIR 1000Kbps Delete
Dynamic DNS
UPNP Settings

4.4.5 What should | do if | forget the Wi-Fi password for the EW Mesh Wi-Fi?

If your Wi-Fi is broadcast by Reyee EW router, you can follow these steps to find your Wi-Fi password back

when you forget:
1. Make sure the Reyee EW router is online on Ruijie Cloud first.
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Ruijie | Rcycc Q Project

H -
| Home Router List

Al Networking Status SN Model Config Alias -

& Smart Config

©ON - ¢ EW1200 Synced [
& Al Diagnostics

Configuration
@ Network-Wide

Devices

@ Auth & Accounts
Monitoring
& Network-Wide

B Devices

2. Enter Configuration> Devices > SSID, click the Edit button:

Al Networking ity s % OPEN (Open) No Auth Disabled 3 e })«e!»
@ Smart Confl
ot Conlia i ¥ a b WPA/WPA2-PSK No Auth Disabled Edit Delete
© Al Diagnostics
- . + % OPEN (Open) No Austh Disabled Edit Delete
Configuration
3in total 1 10/
@ MNotwork Wide
= Devices 1
General Gatewsy Switch Wirrless
@ Auth & Accounts =
Intranet Access interface intertace [ C 2

Click the eye button to check the current Wi-Fi password:

Template

*SSID: ®

* Frequency Band: 24G 56

Encryption Option: Do NotEncrypt (® WPA

* Encryption Method:  WPA/WPA2-PSK

* Password:  sesssssscscs &

Click this button

Advanced ¥
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4.4.6 What if | forget my broadband account password?

You can refer to the following method:

1. Consult your local ISP.

2. If you replace the old router with a new one, click Obtain Account from Old Device. Connect the old and
new routers to a power supply and start them. Insert one end of an Ethernet cable into the WAN port of the
old router and connect the other end to a LAN port of the new router, and click Obtain. The new router
automatically fetches the PPPoE account of the old router. Click Save to make the configuration take effect.
(1) Topology

New Router
Old Router

F
Q

WAN 1AN

Steps:

1) Transmit power on the old router and new router.

2) Connect one end of a cable to the WAN port of the old router and connect the other end to the LAN port
of the new router.

3) Click "Obtain".

(2) Mobile phone operation

Connect the mobile phone to the Wi-Fi signal from the router. Open the browser and enter 192.168.110.1 to
log in to the management interface of the router. Then click "Internet” to enter, select "PPPoE", and click

"Obtain Account password from Old Device"
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& Internet A

Internet: © Online ( DHCP)

PPPoE DHCP Static IP

=Username Provided by ISP

* Password

Obtain Account from Old Device

M

Service Name

(3) PC operation

The PC connects to the Wi-Fi signal released by the router. Open the browser and enter 192.168.110.1 to

log in to the management interface of the router. Then click "More" - "Basic" -"WAN" or click "Internet ", then

select "PPPOE Internet Access", and click "Obtain Account password from Old Device":

Ruijie 1Reyce
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Ruijie 1Reyee

3]

4.4.7 What can I do if | forget the EW management password?

a) If you manage your Reyee device on Ruijie Cloud, you can modify the password through Ruijie Cloud.

Old version:

@ Network-Wide

Network
Routing
VLAN
ACL
Multi-WAN
Intranet Ac w:ess
ARP ‘:‘.;,\oohng
Loop F‘rm.'on:mn
DHCP Shoc;nng
= Wireless
Layout
New version:

Rugie \Reyce Dy

| Security
eWeb @
eWweb @

Password [ .......... »~ | Configure Password}

Telnet Settings @
Telnet @

Password

e -]

Client Isolation

AP-based Client Isolation (Clients on the same AP are isolated)

BPW_Main

® Q 0 3@ ® @ @

[El  BPW Main - Hotel up time: 468 days 16 hours II'
@ Workspace
Al Networking Topology
S Smart Config B Device
© AlDlagnostics 224 D

S devices are offline. » Intgenae
Configuration |

£] Oniine Cliont
@ Network-Wide

€ca230

24 satas
e f
@ Auth & Accounts ? Sba

Switch
Monitoring e
-
& Network-Wide
o AP180 APBAO-1 APB20-Lv3) EW3200GX-PRO
Devices 183 7 184 s 677 VAR }
dl Clients
B Logs
VLAN List

&= Delivery Center

Wired VLANSs (6)

@ VLAN Configuration
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If you still can't log in with the new password after changing it, it's possible that the cloud hasn't

Device Management and Configuration

synchronized the new password to the device. You need to change the password on the device web or

cloud APP.

Collapse

hents A

prd
-

10:47 all 4G @)

< EG2100P_15F @~
3 Restaurant e Online devices 2« Offline 1
@ Uptime 71d 19h

)

® Workspace Q

Basic Advanced Scenario

If you are at the project site, connect to EG2100P_15F
to discover more on-site tools. Connect >

= ® &
Wi-Fi Settings Add Device AR HUD
Q) <
Reboot Update Monitor
o 2 z
Alarm Share Report
®

b) If the Reyee device is not on Ruijie Cloud, you can press the reset button on the device for more than 5s

to restore the factory settings.
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4.4.8 How to check if EW's DDNS is not effective?

You can check according to the following steps:
1. Check whether the device can access the Internet normally.

T

«Collapse

2. Check the DDNS status, whether the connection status is '‘Connection success', if not, check whether the

account password is correct and activate it.

3. Ping the domain name on PC to check whether the domain name can resolve the IP address.
4. If the WAN port of the EW is an intranet address, the uplink device needs to configure the port mapping

to allow public network users to access the EW.

4.4.9 How to check if mesh failed?

1. Issue Description:
The mesh networking of two Mesh EW devices failed.

89



Cookbook

Device Management and Configuration

Note: Ensure that the device in normal use supports the mesh function

Model support mesh function:

yee Recommended
Model -Fi Standards Wi-Fi Speed IMO
h Users
s 24 GHz: 300
EW300 PRO INot Support  \Wi-Fi 4 (802.11n) " 2.4 GHz: 2x2 16
ps
24 GHz: 300
24 GHz: 2x2 5 GHz:
EW1200 Support Wi-Fi 5 (802.11ac) |Mbps 5 GHz: 867 b2 96
x
Mbps
24 GHz: 400
2.4 GHz: 2x2 5 GHz:
EW1200G PRO  [Support \Wi-Fi 5 (802.11ac) |Mbps 5 GHz: 867 o 96
x
Mbps
24 GHz: 574
EW1800GX _— 2.4 GHz: 2x2 5 GHz:
Support \Wi-Fi 6 (802.11ax) |Mbps 5 GHz: 800 192
PRO 2x2
Mbps
24 GHz: 800
EW3200GX e
PRO ‘Support Wi-Fi 6 (802.11ax) |Mbps 5 GHz: 2400 [2.4 GHz: 4x 5 GHz: 4x4 (192
Mbps
2. Topology

Master

o
Wired IMEsh Wirel@ss.mesh
e
*
N

Repeater1: 192.168.110.0/24

Clients

Default SSID @Ruijie-x000

Repeater2: 192.168.110.0/24
B

Note: Recommend upgrading the device to the latest version of the firmware

3.Troubleshooting:

Repeater3: 192.168.110.0/24

1. Make sure Master gets the DHCP IP address from ISP to access the internet, broadcasts default SSID

@Ruijie-mxxxx which is used by clients and broadcasts default hidden mesh Wi-Fi to let repeaters connect.

2. Repeater connected with Master using wired or wireless will broadcast the default SSID @ Ruijie-mxxx
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after mesh succeeds.
3. Check the current Work Mode of the slave device.

Wire connection:

1 @
Ruijie | BReyce
Clients

@ Basics

The device is working in Router mode.
T WLAN

Router © Access Point Wireless Repeater wISP
Work Mode ; X
o This mode allows you to establish a wired connection between a primary router and a secondary router, extending network coveray
Cable Connection: Please connect the WAN port of the local router to the LAN port of the primary router

© Security

| Access Point
& VPN

Check

- [ ow |
@ Diagnostics
= System

Wireless connection:

Home Clients Internet More

Ruijie | AReyce 10 o £ I

The device is working in Router mode.

Router Access Point WISP

* This mode allows you 10 establish a wireless connection between the primary router and the local device that works as the secondary router, extending network ¢
o * You ore odvised to soloct 8 5G Wi-Fi of the primary routor for bettor intornet experience

@ Security Please unplug the cable to avoid loops
= VPN | Wireless Repeater

55 Advanced Primary Router

@ Diagnostics «SSID | Select

% System

Check the distance and the signal strength

1. Put the two devices as close as possible and ensure that the AP s can detect the signals of each other.

The Slave device should be within two meters of the Master device

2. The recommended signal strength is higher than —70 dBm. You can move the devices after the mesh

network is established.

3. When moving the slave device to another location, Wi-Fi coverage is required. If more than two walls
exist between two devices, the mesh rebuild may fail.

4. If the previous steps do not detect the cause of the mesh formation failure, you can try to capture the
packet from the device
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RRuijie | ARcyce =0 ‘:":E -

4410 How to troubleshoot if the EW's wireless repeater fails?

1) Check whether the SSID can be searched, if it fails, check the primary router status and test if other

devices can search the SSID of the primary router.

0] Co &2

.,))

Clients Internet Wi-Fi

Wi-Fi Settings

Dual-Band Single SSID (@)

* SSID Used by Dual Bands

EW1200GPRO

* Wi-Fi Password

«@©
@

Band Steering

Save

2) If the primary EW's SSID can be searched. Check whether the EW router can get an IP address via
DHCP successfully. If it fails, please check the DHCP configuration on DHCP server and test if other

devices connecting to the same SSID can get IP successfully.
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: 0] =y & = =

Home Clients Internet Wi-Fi More

© Online ( DHCP)
Internet:

DHCP
Dynamically Assigned IP Address

IP
192.168.30.4

Subnet Mask
255.255.255.0

Gateway
192.168.30.1

DNS Server

3) Putthe secondary router and the primary router closer and do wireless bridge once again.

4) Connect the LAN port of the primary router to the WAN port of the secondary router, and configure it

to Access point, after it has bridged successfully, disconnect the network cable and switch as wireless

repeater.

Ruijie | iReyce 10} o &

Home Clients Internet

The device ks working in Bgs

Wireless Repeater WISP

5) Restore factory setting and bridge once again
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6)

Ruijie | iReyce

& Basics
Backup & Import

WLAN

5 Work Mode

Secty =
= VPN
% Advanced

Diagnostics
= System

System Time

Device Management and Configuration

If the problem is still unsolvable, you may start a Live Chat with our Support Engineer for

assistance: RITA Live Chat

4.4.11 What should I do if | fail to do WISP on my Reyee EW Mesh Wi-Fi?

When you fail to do WISP on Reyee EW1200G Pro, you may follow these steps to troubleshooting first:

1. Check the distance between Reyee EW1200G Pro and the other router to see if the distance is too

long or not. If so, please try to make them closer.

Check if there are obstacles between Reyee EW1200G Pro and another router, how thick, etc.
Check if you choose the right mode on Reyee EW1200G Pro

Check if the WiFi password is correct or not when you do WISP on Reyee EW1200G Pro.
Check the LED status of Reyee EW1200G Pro and the other router is normal or not.

Check if the uplink main router has set blacklist for blocking Reyee EW1200G Pro or not.

N o g s~ N

You may try factory reset this Reyee EW1200G by pressing the reset button for more than 10

seconds.
4.4.12 Why EW Mesh Wi-Fi cannot detect the 5G Wi-Fi?

Fault phenomenon:
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5G Wi-Fi List Select a target Wi-Fi.

Please click Re-scan.

Troubleshooting:

Check whether the main router releases this SSID.
Check what channel this SSID is in

e Radio 2(5GHz

Channel
92 v j
TX Power

45 %

Solution:

Change to another channel if the SSID is in the range of following channel:

® Please check if the wireless channel of the master device is one of the following: CH52, CH56, CH60,
CH64, CH100, CH104, CH108, CH112, CH116, CH120, CH124, CH128, CH132, CH136, CH140, if so,
please try to change the wireless channel of the master device to other channels.

4.4.13 What should | do if | fail to do PPPoE on EW Mesh Wi-Fi?

Topology: ISP modem --- EW3200GX PRO
1. You can connect your PC to ISP modem directly and configure PPPoE on your PC, which is

supposed to check whether your PPPOE account is normal or not. If you fail, you may contact the
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local ISP for account issue.

2. If the ISP has done the relevant MAC binding, so when your PC directly connected to ISP modem
can access Internet via PPPoE, then the MAC address of WAN port on EW3200GX PRO can be
modified to the MAC address of the PC network card. (The way to modify: More> Basics> WAN>
Advanced Settings>MAC)

3. If the ISP's PPPOE server requires the MTU value to match, you may change the MTU value of
the EW3200GX PRO's WAN port to match the ISP's side. (The way to modify: More>Basics>
WAN> Advanced Settings>MTU)

4. If the ISP has requirement for VLAN, you may need to enable 802.1Q under the WAN port of the
EW3200GX PRO. (The way to modify: More> Basics> WAN> Advanced Settings>802.1Q)

5. If you have tried all of the above and still can't get IP address, you can use the packet capture
feature in EW3200GX PRO. Capture a packet on the WAN port and send it to us for analysis. (The
way to capture: More> Diagnostics> Packet Capture, Select WAN as the packet capture interface

and No limit as the Packet Count Limit)
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